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P R E F A CE

About This Guide

The following topics are covered:
0 Introduction

0 Using Everbridge Secure Messaging Documentation
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Preface — Introduction

Introduction

The SecureBridge User Guide provides application installation instructions, configuration and
use, and troubleshooting information. The SecureBridge app is for use on Apple iOS and
Google Android devices, as well as Web Client on Chrome and Internet Explorer 11.

The following sections provide information on how to use this guide, and outline any related
Everbridge Secure Messaging publications.

Intended Audience

This guide is intended primarily for administrators and users who can confidently use this
application.

CONFIDENTIAL EVERBRIDGE SECURE MESSAGING
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Using Everbridge Secure Messaging

Documentation

This section:

0 Outlines the structure and contents of this guide

o Provides a list of conventions used in the Everbridge Secure Messaging documentation

set

Contents of This Guide

This guide contains the following chapters and appendixes.

Chapter or Appendix

Description

Chapter 1, Introduction

Introduces you to SecureBridge application.

Chapter 2, Installing
SecureBridge and Signing
In

Chapter 3, Using
SecureBridge

Provides provides information for you to install and sign in to your
SecureBridge app.

Provides provides information to use your SecureBridge app.

Chapter 4, Secure
Messaging Notifications

Provides information to set up Notifications in Secure Messaging and what
happens in the Secure Messaging app.

Chapter 5, Using the
SecureBridge Web Client

Chapter 6, Administrating
Secure Messaging

Provides information about using Secure Messaging web client user
interface.

Provides information about managing your secure messaging
functions by means of the Everbridge Suite interface.

Chapter 6,
Troubleshooting
SecureBridge

Addresses common challenges when installing or using SecureBridge.

Appendix A, Organization
Settings

Describes the configuration options available to you in the
Everbridge Suite system. The Organization tab is provided for
Administrators to configure settings specific to your organization.

Conventions

The following table describes the typographical conventions used in this guide.

Convention Meaning

Monospace Indicates text that should be entered exactly as shown (including
punctuation) or examples of code. Here is an example of a command line:

# mkdir /somedir

Bold Indicates text that must be typed by the user. For example,

From the Title field, type XXX and press TAB to advance to the next field.

EVERBRIDGE SECUREBRIDGE USER GUIDE
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X Preface — Using Everbridge Secure Messaging Documentation
Convention Meaning
Italic Indicates a cross-reference. For example, “See Starting a Group Chat on
page 36”".
NOTE A note emphasizes information that is of particular significance for the topic

under discussion.
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Introduction

This chapter introduces you to the SecureBridge application.
The following topics are covered:

o Overview

0 System Requirements

EVERBRIDGE SECUREBRIDGE USER GUIDE
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2 Chapter 1 - Introduction

Overview

too much to type?
record your voice!

QW ER T YUJLIO|P

AISID|F|GIH|JIK|L

+ Z/XC/VBNM

SecureBridge is the easy-to-use secure messaging solution for today's communication.
Every day, executives, customers, emergency responders, and workers across all industries
use iMessage, FaceTime, and Skype to share important information. Unfortunately, they are
not secure and can result in data breaches of confidential information. SecureBridge is a
mobile application available for both iOS and Android platforms that allows for secure
texting with one colleague or a group, voice messaging, image sharing, and video calling. It
works just as easily as iMessage, FaceTime, and Skype, but ensures your communications
are secure.

be in two places at chat one-on-one or secure text messaging
once with video chat with your whole team and image sharing
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System Requirements 3

System Requirements

The following are the system requirements to use SecureBridge.

0 iOS version is available through the Apple App Store:

Requires the use of a configured Apple ID
Requires iOS 8.0 (or later)

Compatible with iPhone, iPad, iPod Touch
Requires 62MB of available space on the device

Requires cellular data or a Wi-Fi connection for Internet access

0 Android version is available through Google Play:

Requires the use of a configured Google Play account
Requires Android 4.1 (or later)
Requires 30MB of available space on the device

Requires cellular data or a Wi-Fi connection for Internet access

0 Web Client:

The latest version of Chrome Browsers requires the OpenTok plug-in for video
calling.

Internet Explorer 11 (IE11) requires the OpenTok plug-in for video calling, IE11 does
not support audio recording.

Use of video and audio features require video and audio hardware on the computer.

EVERBRIDGE SECUREBRIDGE USER GUIDE CONFIDENTIAL
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Installing SecureBridge and
Signing In

This chapter provides information for you to install and sign in to your SecureBridge app.

The following topics are covered:

0 Downloading and Installing with iOS Devices
0 Registering With SecureBridge and Signing In
0 Editing Your Profile and Settings

EVERBRIDGE SECUREBRIDGE USER GUIDE CONFIDENTIAL
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Downloading and Installing with 10S Devices

The SecureBridge application is developed for your Apple iOS or Google Android device.

0 ForiOS, the SecureBridge app can be obtained through the Apple App Store, which is
available through the App Store on your iOS device (a cellular data or Wi-Fi connection
will be required) or through iTunes on your computer.

0 For Android, the SecureBridge app can be obtained through Google Play, which is
available through the Google Play icon on your Android device (a cellular data or Wi-Fi
connection will be required) or through Google Play on your computer.

The examples in this chapter show using SecureBridge on an iPhone. Your screens might not
look exactly like the examples, but the features are the same.

Depending on your method of installation, complete the actions in one of the following

columns.

App Store from iOS Device

iTunes from a Computer

1 Select the App Store icon on your device. 1 OpeniTunes.
A\ @ iTunes
w &
2 Use the Search function at the bottom of the App Store 2 Select the App Store button.
I C
X €5,
3 Enter the search term hipaachat and then tap the 3 Usethe search function at the top right of iTunes, enter

SecureBridge Lite search result.

seeco ATET LTE

Q. SecureBridge

SecureBridge

9:59 AM

7 % 85% W)

>

the search term SecureBridge, and select the
SecureBridge search result.

@ ¥ Qx~ SecureBridge ° L

361 Show “SecureBridge” in Apps

CONFIDENTIAL
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App Store from iOS Device

iTunes from a Computer

4 When prompted, tap the Get button for SecureBridge.

waaco ATET F 11 P o % sE W
C SacuriBidgo | Result )
2 SecureBridge
ﬂ Ewerbridga, Inc |
& & & & s

5 Once installed, a new icon for SecureBridge becomes
available.

4 Select the version to install (iPad and/or iPhone) and
click the Download button below the icon.

iPad Apps

2

iPhone Apps

2

>

SecureBridge

2

SecureBridge

* Download  ~ * Download

NOTE: You might see more than one version in the App
Store, depending on the device(s) you own.

5 Once the app is downloaded into iTunes, connect your
iOS device to your computer via sync cable (not
provided by Everbridge) and sync your device. This
completes the SecureBridge install on your device and a
new icon becomes available.

EVERBRIDGE SECUREBRIDGE USER GUIDE
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Registering With SecureBridge and Signing In

Upon successful installation on your device, you can open the SecureBridge app on your
device by selecting the associated app icon (shown below).

Once open, the SecureBridge app allows you to create a new account (if you are a new user)
or to sign in with an existing account (if you have used SecureBridge before).

NOTE: If your organization is utilizing Everbridge's premium Active Directory/LDAP
integration, you will use your existing username/password for your environment to login
to SecureBridge. If you are unsure of what to do, contact your internal administrator.

11717 AM

everbridge

SECUREBRIDGE

Save Email (_:.

Forgot password?
Sign Up ridge Member?

Terms of Use [ cy Policy

CONFIDENTIAL EVERBRIDGE SECURE MESSAGING



Overview of Signing In

Z

Registering With SecureBridge and Signing In 9

There are three ways to sign in:

0 Asa“Free User"—You are not associated with an Everbridge organization. However,
you can be invited to join one organization by the organization administrator. You
become both a contact and a Secure Messaging user when you join.

0 Asan Everbridge Member—You are already a member of an Everbridge Member
Portal.This means you were previously invited by an organization administrator to join
the Member Portal. You signed up. Then, with those credentials (username and
password), you are already a contact, and also become an Secure Messaging user after
you sign in to SecureBridge.

0 Asan Active Directory (AD) User—AD allows you to use one set of credentials to sign in
to many applications; otherwise known as “Single Sign-On” (SSO). There are two ways
you can become an AD User in SecureBridge:

» You are not a contact in the organization. You sign in as a Free User, and Everbridge
Implementation enables Client SSO for your account. Once you sign in, you become
a contact and Secure Messaging user with your “Free User” credentials.

«  You are already a contact in the organization. Your External ID is your email
address. You sign in to SecureBridge with that email address. Tap Y (yes)
confirming your Active Directory credentials. Enter the username and log in again.
SecureBridge will look through your organization’s contact database for a contact
record with an External ID that matches your email address. If found, your contact
record and secure messaging user records will be linked for your organization.

When you are a Secure Messaging user, you are able to send notifications to SecureBridge.

everbridge

SECUREBRIDGE

everbridge

SECUREBRIDGE

Save Username |\_j

Enable Single Sign-On

Mot an

Terms of Use | Privacy Policy Terms of L:

EVERBRIDGE SECUREBRIDGE USER GUIDE
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NOTE: After opening the app on your device, if this is the first time the app has been

used, you may be prompted to:

“SecureBridge" Would Like to

Access Your Contacts
Would you like to find people you know
by syncing your address book with

“SecureBridge” Would Like to

Send You Notifications
Notifications may Include alerts,
sounds, and icon badges. These can

SecureBridge? Don't worry, all your

be configured in Settings.
data is kept prival

Don't Allow
Don't Allow oK )

It is recommended you tap OK when prompted. Doing so provides the most robust

functionality when using SecureBridge. Your data is kept secure and confidential when using
SecureBridge.

Depending on the type of user you are, after opening the app from your device, follow the
procedure below to create your account and sign in.

4Back to App Store 1:17 AM

everbridge

SECUREBRIDGE

Save Email (3

Forgot password?
Sign Up Everbridge Member?

Terms of Use [ Privacy Palicy

0 Signing in as a Free User on page 11
0 Signing in as an Everbridge Member on page 14

0 Signing in as an Active Directory User on page 16

CONFIDENTIAL EVERBRIDGE SECURE MESSAGING
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Signing in as a Free User

To sign up as a Free User

1 From the initial Login page, tap the Sign Up button in the lower left of the SecureBridge

app.
The Sign Up page appears.

4Back to App Store 11:17 AM

everbridge

SECUREBRIDGE

Save Email @

Forgot password?
Sign Up Everbridge Member?

Terms of Use / Privacy Policy

2 Enter your email address, which acts as your username or Login ID.
3 Entera password.
4 Select the check box to accept the Terms of Use.

5 Tap Sign Up.

EVERBRIDGE SECUREBRIDGE USER GUIDE CONFIDENTIAL



12 Chapter 2 —Installing SecureBridge and Signing In

The Profile page appears.

ee0e0 ATET =T 11:43 AM

Cancel Signup

Privacy Policy

Enter the following fields on the Profile page:

Type your First Name.
Type your Last Name.
Add a photo (avatar) if desired.

Tap the Country: United States (default) if you need to change it to United

Kingdom.

Enter your mobile phone number.

Notice the display-only field where your email address has been retained.

Tap Done in the upper right corner of the page.

When you logout, you are returned to the main login page. The next time you log in, you
will go directly to your list of conversations.

CONFIDENTIAL

EVERBRIDGE SECURE MESSAGING
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To join an organization

1 The organization administrator sends you an email invitation to join the organization,
similar to the one below.

& mail.google.com

3] (1] I - @ - More ~
MH Corporate has invited you to connect your SecureBridge account. inbox « L=
noreply @everbridge.com via amazonsas.com Jun 8 (8 days ago) - »

lome =

Hello Jeanne Reyes,

You have been invited to connect your SecureBridge to the MH Corporate Organization.
By connecting your account you will:

* More easily find and connect with other users in the same organization
= Allow authorized administrators 1o manage aspects of your account

Connect your account now,

Regards,
MH Corporate Administrator

2 Tap the link: Connect your account now.

EVERBRIDGE SECUREBRIDGE USER GUIDE CONFIDENTIAL



14 Chapter 2 - Installing SecureBridge and Signing In

An “Almost There” dialog is displayed.

A bridge

Almost there...

One last step to connect your SecureBridge account to the MH Corporate Organization; simply click
'Confirm' below

[ Confirm |

& 2016 Everbridge, Inc. 5.5.2.4-2016-04-30-04:33

3 Click Confirm to connect your SecureBridge account to the organization.

Signing in as an Everbridge Member

If you are already a user of an organization’s Member Portal, sign in as an Everbridge
Member.

To signin as an Everbridge Member
1 From the initial Login page, tap the Everbridge Member? link in the lower right of the
app.

CONFIDENTIAL EVERBRIDGE SECURE MESSAGING
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The Login page for Everbridge Members is displayed.

seee0 ATET =T 11:48 AM

everbridge

SECUREBRIDGE

QA1: sm-api-gal.everbridge.net

Save Username a
Login

Enable Single Sign-On

Not an Everbridge Member?

Terms of Use [ Privacy Policy

2 Enterthe username you created in your organization’s Member Portal.
3 Enterthe password you created in your organization’s Member Portal.

4 TapLogin.
The Profile page is displayed.

5 Enterthe following fields on the Profile page:
« Add a photo (avatar) if desired.

«  Tap the Country: United States (default) if you need to change it to United
Kingdom.

«  Enter your mobile phone number.
6 Notice your display-only email address and organization name.
Tap Done in the upper right corner of the page.

When you logout, you are returned to the Everbridge Member Login page.

EVERBRIDGE SECUREBRIDGE USER GUIDE CONFIDENTIAL
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Signing in as an Active Directory User

If your organization is using Everbridge's premium Active Directory/LDAP integration, you
will use your existing username/password for your company to login to SecureBridge.

Perform one of the procedures:
0 Tosign in as an Active Directory User but not yet a contact, next.
0 Tosignin as an Active Directory User with a contact record on page 19.

If you are unsure of what to do, contact your internal administrator.

To sign in as an Active Directory User but not yet a contact

1 From the initial Login page, tap the Enable Single Sign-On link.
The next page is displayed.

11:50 AM

everbridge

SECUREBRIDGE

QAT1: sm-api-gal.everbridge.net

Enter your account’s single sign-on key phrase

Continue

Cancel

Terms of Use / Privacy Policy

2 Enteryouraccount’s Single Sign-On Key Phrase and tap Continue.

CONFIDENTIAL EVERBRIDGE SECURE MESSAGING
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The app navigates to the organization SSO sign-in page.

51 AM

everbridge

SECUREBRIDGE

QAT sm-api-aal.everbridge net

everbridge.com

Enter your acc

Cancel

Terms of Use | Privacy Policy

Enter your organization’s domain.

Tap Login.
The “Auth0” organization sign-in page is displayed.

everbridge

SECUREBRIDGE

QAT sm-api-aal.everbridge net

save Username (@)

Disable Single Sign-On

Terms of Use | Privacy Policy

17
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18 Chapter 2 —Installing SecureBridge and Signing In

5 Enteryour organization username and password, then tap Login.
The Profile page is displayed.

8:57 AM

Profile

6 Enterthe following fields on the Profile page:
« Add a photo (avatar) if desired.

+  Tap the Country: United States (default) if you need to change it to United
Kingdom.

«  Enter your mobile phone number.
Notice your display-only email address and organization name.
Tap Done in the upper right corner of the page.

9 Goto Tosignin as an Active Directory User with a contact record, next.
When you logout, you are returned to the main login page. After logging in after the first
time, the Conversations page is displayed.

CONFIDENTIAL EVERBRIDGE SECURE MESSAGING
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To sign in as an Active Directory User with a contact record

1 From the initial Login page, tap the Enable Single Sign-On link.
The next page is displayed.

158 AM

everbridge

SECUREBRIDGE

QAT: sm-api-galeverbridge net

meghan.hounshell@everbridge.co

Save Email (3

als|diflalhlilk]!

Bz xlclv blin | m ES

123 @ space @| - Nt

EVERBRIDGE SECUREBRIDGE USER GUIDE CONFIDENTIAL
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Enter your account’s email address, and tap Login.

Log in to everbridge.com

oK

2 Tap OKto confirm you want to login to your company.
The app navigates to the company sign-in page.

everbridge

SECUREBRIDGE

QAT: sm-api-gal.everbridge net

Save Username (j.

3 Enteryour company credentials and tap Login.

CONFIDENTIAL EVERBRIDGE SECURE MESSAGING



Registering With SecureBridge and Signing In 21

The Profile page is displayed.

Profile

4  Enterthe following fields on the Profile page:
« Add a photo (avatar) if desired.

+  Tap the Country: United States (default) if you need to change it to United
Kingdom.

»  Enter your mobile phone number.
Notice your display-only email address and organization name.
6 Tap Done in the upper right corner of the page.

7 Goto Tosign in as an Active Directory User with a contact record, next.
When you logout, you are returned to the main login page. After logging in after the first
time, the Conversations page is displayed.

EVERBRIDGE SECUREBRIDGE USER GUIDE CONFIDENTIAL
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Confirming Your Account Information

After successfully configuring your account information in the previous steps, you will be
able to securely communicate with others that are using SecureBridge. Additionally, you will
also receive an email from SecureBridge to verify the email address you used when
configuring your new account. This email is shown next.

% SecureBridge

Welcome to SecureBridge!

Please verify your emall address by clicking the following link:
Confirm my account
If you are having any issues with your account, let us know by replying to this email

Thanks,
The SecureBridge Team

Once you click the Confirm my Account link in the email (shown above), your web browser
opens and your email address is verified. You can close your web browser after the
verification page is displayed.

Email Verification

Your email was verified. You can continue using the application.

Close this window.

This completes the Registration and Sign-Up process for the SecureBridge app. See the
chapter Using HipaaBridge, next, regarding use of the app on your device.

CONFIDENTIAL EVERBRIDGE SECURE MESSAGING
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Editing Your Profile and Settings

The SecureBridge Profile page allows you to control the information that is displayed to
other users, and allows you to configure security settings.

To access your Profile

1 From the Conversations page, tap the Gearicon.
The Settings page is displayed.

114 AM

Settings

My Profile

Away Message

Help & About

2 Select My Profile.

3 Editany of the following fields:
«  First Name
e LastName

«  Photo (Avatar)

EVERBRIDGE SECUREBRIDGE USER GUIDE CONFIDENTIAL



24 Chapter 2 —Installing SecureBridge and Signing In

To use your Away Message

1 From the Conversations page, tap the Gear icon.
The Settings page is displayed.

114 AM

Settings

My Profile

Away Message

Help & About

2 Tap Away Message to toggle it On.
The Away Message defaults to Off: When the Away Message is Off, then the app hides
the Away Message options and the Away Message will not be delivered.
When Away Message is On:

«  Timeframe: Defaults to Duration. The options are Daily (then select the Every Day
From and To time), Duration (then select the Start and End date and time), or
Cancel (meaning, no change).

«  Start: Defaults to 1 minute after the current date and time. Select a time frame by
tapping Start, scrolling to the desired date and time, and tapping Apply.

CONFIDENTIAL EVERBRIDGE SECURE MESSAGING
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« End: Defaults to one month minus one day, 1 minute after the current date and
time. Select a time frame by tapping End, scrolling to the desired date and time,

and tapping Apply.

sseec ATAT = 12:02 PM

£ Settings Away Message

Away Message
Timeframe
Start

End

Escalation

Escalate to

I am currently unavailable. Please contact
@contact for assistance.

Hint: use “@contact” in your message to specify the
escalation contact. The escalation contact’s name will
replace “@contact” when your away message is
delivered.
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« Escalation: Defaults to Off. You can toggle Off to On. Then, from the Escalate To
field, select the + button to navigate to the Choose a Contact page. The contact you
select from this page is listed in the To field.

esee0 ATAT = 11:22 AM

< Profile Away Message

Away Message
Timeframe
Every day from

To

Escalation

Escalate to

| am currently unavailable. Please contact
@contact for assistance.

Hint: use "@contact” in your message lto specify the
escalation conlact. The escalation contact's name will
replace "@contact” when your away message Is delivered.

« Message: Type your "Away Message”. If you are using Escalation, use "@contact” in
your message to specify the escalation contact. The escalation contact’s name will replace
“@contact” when your Away Message is delivered.
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If a contact sends a message to the user that is away, then the Away Message is

delivered to the message sender.

esees ATAT 5 12:04 PM

{ Back (5) Roger Adams

@ i Video Call

& Please check CPU

@ & | am currently unavailable. Please
contact Maria Sanchez for assistance.

QIWIEJR|TIYJU] I JOJP

AISIDIFIGIH]JJK]L

4 Z X CVBNM®E

122 @ O space return

Editing Your Profile and Settings

eseec ATRT = 12:05 PM

¢ Back Tony McDonald =

™ Video Call
Please check CPU

.,i}é We have an issue

" | am currently unavailable. Please
contact Maria Sanchez for assistance.

2

27

If the recipient of the Away Message selects the escalation contact hyperlink, then the
app begins a new message to that escalation contact. If the recipient selects Cancel,
then the user is returned to the original conversation.

To view additional Settings

1 From the Conversations page, tap the Gearicon.

EVERBRIDGE SECUREBRIDGE USER GUIDE
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The Settings page is displayed.

10:03 PM

Settings

My Profile
Away Message

Passcode

Help & About

2 Tap the item you want to view.

Help, Send Feedback, About SecureBridge, Terrms and Application Version:
Users may access help documentation, send app feedback, get more information
about the SecureBridge, and view the Terms and Conditions.

Passcode: The Passcode can be enabled for additional security. When enabled, a
user will need to enter a PIN when entering the application (this is in addition to any
security PIN/controls that may already be enabled on the device).

Logout: When users log out, they will actually continue to receive push alerts when
they have a new message, even if they are logged out. If they do not want to receive
push alerts they can either disable them from their device settings or they can
delete the app from their device. Users remain logged in for up to a year or until
they log out purposefully by clicking the Logout button. There is no need to log in
each time they restart their device.

When you log out of the SecureBridge app, you are returned to the login screen you
used to enter the app. For example, if you logged in an a Free User, you are returned
to the Free User screen; if you logged in as an Everbridge Member, you are returned
to the Everbridge Member screen.

If you logged in as an Active Directory User, your Key Phrase is remembered so you
do not have to enter it every time you login.

CONFIDENTIAL
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Using SecureBridge

This chapter provides information to use your SecureBridge app.

The following topics are covered:

0

Creating and Sending a New Message
Starting a Group Chat
Inviting Others to Sign Up for SecureBridge

Using Directory Access

EVERBRIDGE SECUREBRIDGE USER GUIDE
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Creating and Sending a New Message

You can send a secure message from SecureBridge. Once logged in, the default
Conversations page is displayed.

eeeec ATAT & 12:09 PM

Conversations

Everbridge Financial

Tony McDonald
'@

cquisition

Corp Email Qutage

Network Failure

Maria Sanchez

When starting a new message, the first message sent must be Text or Audio Clip. Video/
Voice Calls are not available until the chat session starts.

Audio and video call history is displayed with emojis in conversations.
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To create a new message

If you have Directory Access, you can view a contact’s
profile by tapping the Information icon located on the right-
hand side of the contact’s name.

AT P ATAT LTE Nz A

| Everbridge Financial < Back Profila ]

The profile shows: Poicad T
.
. Tony
¢ First Name | q@
Marcus Chaplain

0 Last Name o
0 Organization Kara Jackson

aﬁ Tony McDonald
R visvia sanche:
o

0 Allthe contact’s “Additional Information” set in Everbridge
Suite.

WVictor Yang

Directly from the profile, you can also make a:

¢ Video Call: Accessed by tapping the Video icon.

0 Voice Call: Accessed by tapping the Phone icon.

0 New Message: Accessed by tapping the New Message icon.
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1 From the Conversations page, tap the New Message icon in the upper right-hand corner
of the page.

New Message

Group Chat

Cancel

2 Tap New Message.
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The New Message page is displayed.

sses0 ATAT 7 12:14 PM

Cancel New Message

Either use the To: line to search for other SecureBridge users by their full email address
or to search for other SecureBridge users you already know by entering their names, or
tap the +icon in the upper right to select contacts from your Contacts list (address
book). When selecting the contacts to include in your message:

«  Contacts from your device’s address book who are not registered with
SecureBridge are shown in the All Contacts tab with the option to INVITE the user.

eeee0 ATET T 12:14 PM £ 72% m.

Contacts Cancel

SecureBridge Users

«  Tapping the INVITE button will launch your email or text application and being a
text message or email to the person to invite them to download and register the
SecureBridge app on their device for secure communication.
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«  Contacts from your device address book who have already registered with
SecureBridge also display under the SecureBridge Users tab.

seeec ATET T 12:14 PM T % 71%

Contacts Cancel

SecureBridge Users

Maria Sanchez
Megan Sanchez
Meghan Hounshell
Tim Sisto

a Tony McDonald

Tony Xi

«  Select the contact and add him/her to the message. If you would like to add more
contacts to the message, tap the +icon again.

NOTE: Using Everbridge's premium service, contacts can be automatically in the
SecureBridge Users tab Active Directory or LDAP to make it easy to find the
appropriate recipient from an existing corporate directory.

4 Sendamessage.

Once you have added at least one user for a secure chat session, there are five (5) types
of messages you can send and receive:

«  Text Message: Text securely using the text input window at the bottom of the app.
When delivered, you see the Day, Date, and Time. The delivery status changes to
“Seen” with the Day, Date, and Time when it is read. If the message is not yet sent,
the chat bubble will be light blue. The bubble will then change to the dark blue once
it has been sent.

+ Image Message: Take a photo using the device camera or select from your photo
book. When delivered, you see the Day, Date, and Time. The delivery status
changes to “Seen” with the Day, Date, and Time when it is read.
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= Audio Clip (voice recording): Press and hold the microphone button at the bottom
right of the text entry page while you speak your message. Release the microphone
button when you are done recording your message. When delivered, you see the
Day, Date, and Time. The delivery status changes to “Seen” with the Day, Date, and
Time when it is read.

sseco ATAT LTE 11:00 AM ®eec0 AT&T LTE 11:00 AM

< Back Acquisition @ < Back Acquisition

Do we have the |atest earnings Do we have the latest earnings
report? report?

Working on it now - Working on it now

Please include Q4 of last year Please include Q4 of last year

Maria, can you send me the Q4 Maria, can you send me the Q4
numbers? numbers?

< Slide to cancel - . Release to cancel

NOTE: To cancel the recording before sending, slide your finger to the left and
release. (If you change your mind and want to continue to record, slide your finger
back to the right.)

« Video Call: Accessed by tapping the Video icon.

«  Voice Call: Accessed by tapping the Phone icon.
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Starting a Group Chat

Sending a Group Chat is similar to chatting with a single individual as outlined previously.
Once logged in to SecureBridge, the default Conversations page is displayed.

To start a Group Chat

1 From the Conversations page, tap the New Message icon, then tap the Group Chat
button.

*9#000 AT&T LTE 11:01 AM

Conversations

Everbridge Financial
cquisition

Tony McDonald

Corp Email Outage

Network Failure
Maria Sanchez

New Message

Group Chat

Cancel

When creating your Group Chat, you can:

-  Enterthe name of the Group: It may be based on Group Name/Event Name/Patient
Name.

« Add a Photo (Avatar) for the group for quick and easy recognition.

«  Add multiple recipients by selecting from the list of contacts or searching based on
contact name or using the Plus Sign icon.
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2 Once you have selected the desired contacts to participate in the Group Chat, tap the
Create button in the upper right of the app.

NOTE: The Add Contacts screen for Group Chat is very similar to a "One to One"
secure message (outlined previously). The only difference is you can chat with more
than one person at a time. You can give the conversation a name and avatar.

1102 AM i . TAT LTE 02 AM

Acquisition 3 (i Back Group Info

Do we have the latest earnings . Acquisition
report?

&'6 Working on it now Qd Tomy MeDonaid
Please include Q4 of last year ‘m i s

\ﬁ Maria, can you send me the Q4

numbers?

3 Start your Group Chat. Many of the same features outlined earlier are available:

«  Text, Image, Audio Clip, Voice Call, and Video Chat options apply as outlined earlier
in this document.

«  New contacts can be added to the Group Chat using the Plus Sign icon in the top
right of the screen.

«  Aparticipantin the Group Chat can leave the Group at any time Group by clicking
the Information icon.

«  Each participant can easily review the entire conversation -- regardless of whether
they have been involved since the beginning of the chat session.

»  The Cameraicon in the upper right enables you to initiate Voice/Video calls by
selecting from a list of Group Chat participants.
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Inviting Others to Sign Up for SecureBridge

There are different ways to invite others to sign up for SecureBridge. From either the New
Message or Group Chat screen, follow the desired procedure below.

0 Toinvite a person from your device’s address book
0 Toinvite a person by entering his or her email address

0 Toinvite a person by entering his or her phone number

To invite a person from your device’s address book

1 From the New Message page, tap the +icon, as shown next.
"All Contacts” pulls in all of the contacts from your device address book and other users
with whom you are connected. Any contacts that are in your address book but not
already SecureBridge users will have an 'INVITE” icon next to their names.

*eco0 ATAT LTE 11:04 AM 4 73% M

Contacts Cancel

2 Click the INVITE button and the app asks if you want to invite the contact by email or
text.

3 Choose one of the following:

«  Email—Your native emailing app opens. A new email is started to that person’s
email address (as per that contact entry in your device’s address book) and contains
default text in the invitation.

«  Text—Your native texting app opens. A new text message is started to that person’s
mobile phone number (as per that contact entry in your device’s address book) and
contains default text in the invitation.
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To invite a person by entering his or her email address

1 Inthe “To:" field, enter the full email address of the person who is not already using
SecureBridge.

Send an Invite by Email

Cancel

2 Tap Return on the device keyboard (or tap anywhere outside of the “To:" field).

After a moment, the app displays a message, “invite fulladdress@domain.com to
SecureBridge: Send an invite by email”.

3 Tap Send an Invite by Email.

Your native emailing app opens. A new email is started to that person’s email address
(as you entered it in SecureBridge) and contains default text in the invitation.
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To invite a person by entering his or her phone number

1 Inthe “To:" field, enter the full phone number of the person who is not already using
SecureBridge.

0000 ATRT LTE 11:04 AM 14 73% W

Contacts Cancel

All Contacts SecureBridge Users

Alex Gonzalez

Send an Invite by Text

Cancel

Tap Return on the device keyboard (or tap anywhere outside of the “To:" field).

After a moment, the app displays a message, “+1nnnnnnnnnn to SecureBridge: Send an
invite by Text”.

2 Tap Send an Invite by Text.
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Your native emailing app opens. A new text message is started to that person’s phone
number (as you entered it in HipaaBridge) and contains default text in the invitation.

>o AT&T LTE 11:07 AM % 73% .

New Message Cancel

4911

We finally got a secure, SOX-

compliant texting app. It also

makes secure audio & video

calls. Download:

www.everbridge.com/

getSecureBridge Send

g h

\Y

3 Click Send.

ssecc ATET LTE 11:08 AM T % 720w

Cancel Secure texting and video ca... Send

support@everbridge.com

Secure texting and video calling
app

Look at this app called SecureBridge. We
can use it for secure, SOX-compliant texting,
audio and video calls. It also lets you send
me voice messages faster than typing a text
or calling.

The SOX-compliant video calling works just
like Facetime or Skype and is as easy as a
phone call.

Here's a link to download the app. Open it
from your phone to download:
www.everbridge.com/getSecureBridge

Meghan Hounshell
Senior Product Manager - Mobile &
Web
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Using Directory Access

Your organization can allow its Secure Messaging users to view and securely communicate
with your (the administrator’s) contact database. (The administrator enables the
Organization Directory in Peer-to-Peer Messaging: Settings. For details, see Peer-to-Peer
Messaging on page 560.)

NOTE: If Organization Directory is enabled, then all organization contacts and all
organization groups are viewable by all your Secure Messaging users.

When the organization is enabled, the Directory icon displays in the client application.

esecc ATAT LTE 11:09 AM

Conversations

e Everbridge Financial

@

Acquisition
&/ A

3,

Tony McDonald
[~

»

Corp Email Outage

. Network Failure
A~ )
“ Maria Sanchez
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To use Directory Access to find contacts

1 Tap the Directory icon to display the All Contacts tab in the organization.

essec0 ATAT LTE 11:10 AM

Everbridge Financial

Marcus Chaplain
Cienna Gould
Kara Jackson
Tony McDanald

Maria Sanchez

Victor Yang

2 Optionally, use the Search feature.
You can enter a First Name and/or a Last Name to search the entire contact list.

«  All contacts in this list are contacts from the user’s EB organization.

« Ifthey are also a SecureBridge user, they will have a check box and an avatar to the
left of their name.

» Noavatar and no check box indicates that the person is a contact in the
organization but as not yet registered with SecureBridge. This type of contact is
disabled for use with Secure Messaging communications.

3 When you find your desired contact name, select the check box next to his/her name.

4 Optionally, tap the desired contact’s Information icon.
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When you have Directory Access, you can view a contact’s profile by tapping the
Information icon located on the right-hand side of the contact’s name.

eee00 ATAT LTE 1:10 AM T £ 72% W) *e000 ATAT LTE 11:12 AM

Everbridge Financial Create < Back profile [#]

|a McDonald
;“, Tony

Department IT Ops

Marcus Chaplain
Cienna Gould

Kara Jackson :
Role NOC Engineer |

v é Tony McDonald @® Location Northwest
Southwest

‘% Maria Sanchez 0 West
O e
Office Phone (818)230-9776

Victor Yang
Office Location 500 N Brand Bivd.,
Glendale, CA 91203

The profile shows:

« First Name

« LastName

e Organization Name

«  Allthe contact’s "Additional Information” set in Everbridge Suite.
If the contact is a Secure Messaging user, you will also see an avatar. Directly from the

contact’s profile information, you can place a video call, audio phone call, or start a new
conversation.

« Video Call: Accessed by tapping the Video icon.
«  Voice Call: Accessed by tapping the Phone icon.
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«  New Message: Accessed by tapping the New Message icon.
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To use Directory Access to find groups and contacts

1 Tap the Directory icon to display the All Contacts tab in the organization.

essec0 ATAT LTE 11:10 AM

Everbridge Financial

Marcus Chaplain
Cienna Gould

Kara Jackson

Tony McDanald

Maria Sanchez

Victor Yang

2 Tap the Groups tab to display the groups in the database.
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The group names are the same as the Group names in Everbridge Suite.

Hospital System of Dreams (Organization Admin) »

Welcome Meghan Hounshell (meghan.hounshell@everbridge.com) | Hslp & Support | Logout

B crbria @ ® g i= 1 ¢ o
& ri ge Dashboard Uni Incidents Contacts Reports Settings
Contacts §)
Contacts Uploads Upload Dynamic Locations Groups Rules Secure Messaging Deleted Contacts Scheduling Scheduling V2 o
@ oow q || General Surgery
2016-01-07 06:39:02 CST, Meghan Hounshell
Drag Groups to rearrange Q
» Add Contact w
All Contact Groups
% Administration
# Adolescent Services First Name ML Last Name ~ External ID Record Type
Emergency Department
= Surgery Roger B Adams B8140670737184782846 Staff
Cardiology & Cardiac Surgery
General Surgery # Analy Aguilar Aguilar Statf
Neurosurgery
Oral & Maxiliofaclal Surgery Meghan Hounshell mhounshell Staff
Plastic Surgery
; Thera
e Kevin MeKitirick KMcKittrick Statf
Urgent Care Clinica
Urology
Vasbidar Afiomalies Jeanne Reyes 6323685625033692053 Staff
Page 1 of1 25 ¥

eecco ATET LTE 1:14 AM T % 70% m.

Everbridge Financial

All Contacts

Create

Admininstration

Banking

Customer Support

Operations

Portfolio Management

The Directory allows access to all contacts and groups. When you tap the Groups tab,
the first level (highest level) of groups is displayed.

Select a group to see the contacts belonging to that group and its sub-groups, if any.

Drill down through the nested groups as needed.
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5 Optionally, use the Search feature to search for a specific group, no matter where it is
nested in the hierarchy of groups.

6 Select the desired contacts within the group.

*e000 ATET LTE 11:15 AM

Back Operations
All Contacts
IT Cps
Infrastructure
NOC
Marcus Chaplain
Cienna Gould

Kara Jackson

r'&’é Tony McDonald

v ‘% Maria Sanchez

Victor Yang
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7 Optionally, tap the Information icon to select a contact’s profile. (For details, see step 4
on page 43 of the procedure To use Directory Access to find contacts.)

URFEE

Profile

11517 AM

Mew Conversation

_a McDonald
‘H/

% ony

é Maria Sanchez
G

Megan Sancheaz
=
Meghan Hounshell
- Meghan Hounshe
Tim Sisto

i Tony McDanald

Tony Xi

8 Tap Create to create a Group Chat "New Conversation”.

9 Give your conversation a name.

10 Proceed as usual to enter and send your message.
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Secure Messaging Notifications

This chapter provides information to set up your organization to send notifications to
SecureBridge and what happens in SecureBridge when a notification is received. The
examples in this chapter show Notifications when using the SecureBridge app from an Apple
iPhone. Your screens might not look exactly like the examples, but the features are the same
when using the SecureBridge app from a Google Android.

The following topics are covered:

0 Setting Up Your Organization

o Sending a Notification
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Setting Up Your Organization

The Notifications settings allow you to directly configure many default options within the
Everbridge Suite system. It provides immediate access to the Organization settings so that
you can adjust them specifically to your organization’s preferences.

NOTE: The Notifications settings are also available from the Account level. The following
are the same as described for the Organization level: Notifications > Default Options,
Notifications > Sender Information, Notifications > Delivery Methods, and Notifications >
Broadcast Throttling.
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Enter your default options and click Save when you are done. When you are sending a
notification, you can change these settings if needed. Configuring the most commonly used
settings as the default options reduces the chances of human error while sending the

notification.

Documentation (Organization Admin)

@ ®

Dashboard Universe

Welcome Lucy Kajimolo (lucykaimoto) | Help & Support | Logout

) i= n ¢ o
Notifications  Incidents  Contacts Reports [ECSLNES

e verbridge
Settings @
Organization Member Portal

} Organization

» Map

¥ Interactive Visibility

b Publishing Options
Default Options
Sender Information
Delivery Methods
Broadcast Throttiing
Conference Bridges
Phone - Voice Greeting
Email - Header & Footer

¥ Contacts and Groups

b Secure Messaging

» Peer-To-Peer Messaging

Everbridge Open

Default Options @

Notifications

Notification Language English (US) v
Voice Delivery PIN @ 1234 4-10 digits.
Confirmation Requested Yes
® No
Voicemail Preference ® Message Only No Message
Broadcast Cycles 10 Maximum
1 Default
Broadcast Duration 1 hr(s)
Interval Between Cycles 0 ¥  min(s}
Interval Between Delivery Methods 0 v | min(s)

Delivery Order

Notification Escalations

Allow Separate Email Content

Launch Notifications by Phone

Scenario Manager

ContactBridge

Message Sharing

Send secure push messages:

Member Scheduling

Safety

Contact Preferred

@ Incident Management
# Mass Notification
= Yes
No
# Incident Management

# Mass Notification

< Incident Management

« Allow my contacts to share messages with their extended network.
¥ Default message sharing to ON
To contacts

< To Secure Messaging apps

« Enable Schedule Self Service for Availability and Replacement

# Enable safety features in ContactBridge
Select at least one
« Check In

«# SOS and Safe Corridor
Safe Corridor Check In Interval
5 Min

| Allow user-specified custom interval

Privacy Terms of Use @ 2016 Everbridge, Inc.

Under ContactBridge, Send Secure Push Messages, select the check box: To Secure
Messaging Apps. When this check box is selected, organizations can send notifications to
SecureBridge.
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Delivery Methods

You can configure the delivery methods available in the Everbridge Suite system. You can
view the various delivery methods (path codes) by selecting them from the drop-down list.
Selecting the path codes your organization prefers, including selecting the Default check box
for each delivery method, reduces the number of options to select to launch a message and
can help reduce human error. That is, the notification initiator does not have to select as
many options for deployment.

. Everbridge - Settings

)e

€« C £ nttpsy/manager-gal.everbridge.net/settings

Acverbrid @ @ g = n < L
e ¥ Il ge Dashboard Universe Notifications  Incidents Contacts Reports -2 L5
Settings §
Organization Member Portal Everbridge Open
+ Organization Delivery Methods (7]
» Map Sequence Detault Code Prompt
} Interactive Visioiliy vllal 1 V] Mobsle Push Alert SecureBridge F |
v|[a] 2 E-Mail Address 1 E-mad Address Fal |
» Publishing Options
v+ a Phane 1 Business Phone Pl
E= ]
wi[a] & SMS 1 Text Message Pl |
Default Options
Select Code : © Add

Sender Information

Delivary Mathods

Broadcast Throttling

Conferance Bridges

Phone - Voice Gresting

Email - Header & Footer
» Contacts and Groups
¥ Secure Messaging

¥ Peer-To-Peer Messaging

Mobile Push is the delivery method that is used for SecureBridge. Be sure to add Mobile Push
Alert as a delivery method. Name the prompt as your organization prefers.
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Sending a Notification

Send the notification as discussed in the Notifications chapter of the Everbridge Suite User
Guide.

Under Settings, make sure to choose the prompt name that corresponds with the “Mobile
Push Alert” delivery method. (In this example, the prompt name is SecureBridge.)

2. Cractecigs - Notcasors

manager-gat avertridgn.net o Te P =

Settings ¢
“Benasr £ bat Duaplay g oA D

Sencer E-Mal (M0l g s hurmbal 3 oot e o

“Bander caims 10

Uninedt Suates A1RZIONTTY et

Delivery Drdar CommPratened ¢ ()

ativery mathods

Apply veice delivery throeting ndes

Ropwy vece Seivery S¥DTNG res ¥ P robicaion

Brosdcas darsion.

Brosscast dumien | s oetal

When the notification is delivered, the recipients receive a push alert on their devices from
the app and will be “from” the organization name.

NOTE: If the organization and contact are using both
ContactBridge and SecureBridge (or ContactBridge and
HipaaBridge), then the notification is delivered to both

apps.
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Notification Types

You can send Priority and Non-Priority, standard, polling, and conference notification types.

ET 134 AM

Everbridge Financial | Back Everbridge Financial Everbridge Financial

) Cyber Attack
) cyber Attack

_ Our corparate netwark is under cyber
Dur corporate network -s_umﬁer cyber | altack. Move all communications to
attack. M_Dvc all communications to | SecureBridge.
SecureBridge

Network Outage

We are exparioncing a P1 natwork sutage
Are you able to respond?

Current Time: 13:28:52.
Current Time: 13:29:52. Meassage Sender: Meghan Hounshel,
Message Sender: Meghan Hounshell. Notifieation Status: New.

Motification Status: New. T . - 05-91-2016,
Today's Date: 05-31-2016. odaie Dare. 06-1-2010

Netwaork Outage

We are experiencing a P1 network outage.
Cyber Attack

Are you abie to respond? ¥

Plaase join the conference bridge from your

muobile device.

Conversations

All notifications sent from the organization appear in a “conversation” with the organization.
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seco0 ATAT & 11:42 AM

Conversations (1)

Everbridge Financial
) Cyber Attack Procedures
)

Tony McDonald

cquisition

Corp Email Outage

Network Failure

Maria Sanchez
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Files in the Notification

A notification with a voice message is delivered as a voice file that can be played within the
app.

File attachments are also delivered. However, users can only view PDF and image file
attachments. When viewing a file attachment (PDF and/or image file), that attachment
opens within the app in order to maintain proper security and compiance.
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Secure Messaging User

Individuals who have both a contact record and a secure messaging user record in the same
organization will have “Secure Messaging User = Yes" in their contact record. This field can
be used for searching and reporting.

o Everbridge - Contacta
« C 8 rtipsy/manager-gal.everbridge.netcontacts/manage# ki
Evertridge Financial (Organization Admin) » Wislcome Moghan Hounshel (moghan hounshel @everbridge.com) | Heip & Suppont | Logout
Y, @ (1] i = . ¢ &
3 m Dashboard  Universe  Notifications  incidents N 0ot il Reports  Seftings
Cantacts
Contacts | Upkads | Upload Dynamic Locations | Groegs | Fules | | Deloted Contacss Scheduing | Socur Messaging 17
Advanced Search x
Field Condition Value
Securs Messaging User || thm s @
Add Filter Search: Select Field N
Save s a rule
Clear
Doeicad Send invitaton Emad v [0 Aaa Comact First Mama ast Hame Q  >Advanced soarsh Hasat
Firat Name: ML Last Hama - Suttix Extornal ID Record Type st ! By
ra Hoger Adarms 42918423481 20824035 Employes 20160531 132750 COT RagerAdams
F4 Tomi McDonald 12T04580TH1 99574527 Employes 2018-05-27 14:08:32 COT ToryMcDonaid
” Haria Sarchez 184814245203047888  Employes 2018-05-12 100211 COT MaraSancher
Pagel1 oft = : View1-3003
Privacy Tormaoflse © 2018 Everbridge, inc. 8.0.0.30-2018-05-31-05:02 q1bur2app02

A Evertiricgs - Rapons

- C | 8 niipa aa oo F

Cyertridge Financisl (Organtzation Adrming + Weicome Meghen Hounshedl (meghan hourshed @everbridge com) | Help 8 Suppon | Legost
s - @ 1 ] »n = e 5

Hov bridge Osshboard  Universs  Motifestions  Incidends  Contacts tettings

00y = Create Custom Repon @

Secure Messagng Use FILTERES, (0 TX0MAL - Fatmemriers s s Fiat w5 e i sins wom)

Contact First Nama Pacicve AF

(Cominct Is Gencncied Fisla Conditian Valus

Contact Last Mamw Socurs Messagng Lser tatsa ¥ o

P—— =Tl e mror wow =3

Praview

Contact First ame. Comtuct Last Mama
ietor g

Marca Chaplain

Har Jackson
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Using the SecureBridge Web
Client

This chapter provides information about using the SecureBridge web client user interface.
The following topics are covered:

0 Overview

0 Conversations
0 Profile

0 Away Message

0 Logout
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Overview

Your Secure Messaging web client is synced with your Secure Messaging (SecureBridge)
account. You can access the same resources from the web client as you do from your app,
including:

0 Having conversations with contacts and group
0 Updating your profile
0 Changing the status of your Away Message

Access the SecureBridge web client at: SecureBridge.Everbridge.net. You can login as a
“free user”, an Everbridge member (that is, you already have Member Portal credentials), or
with your SSO (Single Sign-On) credentials.

Login to SecureBridge

Login

Sign Up Everbridge Member?

Privacy Policy

Anything you can do in the SecureBridge mobile app, you can do in the SecureBridge web
client.

CONFIDENTIAL
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Conversations

After logging in, the default Conversations page appears. The left-hand side of the page is a

navigation pane. The right-hand pane shows conversations. (In the following example, there
are no conversations.)

[ E

C 8 nitps:iisecurebridge-qal evertridge.net/Tan1k ioken ey hbGoiOLILEZ NG ey Lo WO Bb2dickF kYW | Hiwibdn T2 SIBVE DUemikZ2Ug .. 1

JUREBRIDGE B Acquisition

° Working an it now

@ 1ari conyou sens me ne 04 numbers?

2 Private Chatll *Z Group Chat

Private Chat

[ E

na:i/sscunebridge-qal everbridge.net/Tn 1 &7 ioken s ey hbGoiOUILET NG ey 2o WD Bh2dickFiY W 1 diwibdin T2 SR DL Iemi 2 2Ug. . 17

EBRIDGE B New Message

‘ST 3 COMVETSaTion With BN CONEAC by BRtering 3 name. emad address, or phone number
Teoe
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To chat privately
1 From the Conversations page, click Private Chat.

2 Follow the on-screen instructions to start a conversation with one or more contacts.

Once you have added at least one user for a secure chat session, there are five (5) types
of messages you can send:

- Text Message: Text securely using the text input window at the bottom of the app.
Then click Send. When delivered, you see the Day, Date, and Time. The delivery
status changes to “Seen” with the Day, Date, and Time when it is read.

[ E

L3 € £ nitoe/securebridge-qal_everbridge.net/Tqa 1A Moken ey hbECKUILIN NG ey oW ShIdckFR YW dihwiblin TmFIZ SIB N Do UG

REBRIDGE B New Group Chat

STa¢1 3 COMVETSaton with ore, or Multiple, ContacTs by enering 3 name, emad address, or phone number

o1 i * Maria Sanche: 0
Tog| =0
Use 3 custom avatar andsar name for this conversation {optional)
"’ Giotal Covange 1or June
2 Private Chatll +=. Group Chat
ad

« Image Message: Upload images to your computer so you can choose one or more
as needed. When delivered, you see the Day, Date, and Time. The delivery status
changes to “Seen” with the Day, Date, and Time when it is read.

o
o

-otv [ camcrat-oev 3

Select an Image

Chooss Fis | EyeHematoma.jpg
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= Audio Clip (voice recording): Click the microphone button at the bottom of the
page. In the Record an Audio Message dialog, click the red button to record your
message, then the black button to stop recording. Preview the message when you
are done recording by clicking the Play button. Click Send. When delivered, you see
the Day, Date, and Time. The delivery status changes to “"Seen” with the Day, Date,
and Time when it is read.

3ot .-
C B hios:/secunsbeidge-qal. everbridge.net Tqn ! &71oken sey hbGCiOLILE NLIS. ey LeoWIOLBh2dICKF YW 1 siwibLinTmPLZSIBlNE DX icmibe

T

Record an Audio Message

(o]

3ot .-
C B hios:/secunsbeidge-qal. everbridge.net Tqn ! &71oken sey hbGCiOLILE NLIS. ey LeoWIOLBh2dICKF YW 1 siwibLinTmPLZSIBlNE DX icmibe

T

Record an Audio Message

O>- - «—]

»  Video Call: Accessed by clicking the Video icon.

«  Voice Call: Accessed by clicking the Phone icon.

3 Perform the actions for the type of message you want to send.
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Audio and video call history is displayed with emojis in conversations.

i Bacunliongn
Lo T O ripsiescurebiioge-oa | averbndge. el Tga 1 T tcken =y hbOeOUILIEN NuUD.ayJ2dWHOLSD2 Pk YW1 HiwibdnTmPZEEV2 D Ucmid

B Tony McDonald

0 W have an e

L AN
[z
=
==

The following demonstrates what the contact’s profile from the directory looks like in
the web client:

m |

rvertriage.net Tqnt ATokene ey hOBCOUILI NS oy LoWICLBb2ACKEKYW | iwibn T FL2 SIBV2 ZXcmibd

2 Tony McDonald . B
c o
Rede = NOC Engnesr |
Locaticn * Northwest
* Southwest
West
Office Phone: * [B1BI2I0-5TT6
Office Location * 500 N Brand Bhvd,

Glendade, CA 91203

+& Private Chatll +. Group Chat
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The Groups feature from the directory:

R secuntrage
& - C B nimes/sscurobeidge-qal.everbridge.net Tqa &7 oken ey nbAciOLILE NS oy, 2dWHOLSO2HckFK YW | HwibLinTmFLZSIMV2 2K, et

B New Group Chat

n

‘ST 3 COMVETSation With one, or Multiple, ContaTs by entering 3 name, emad acdress, or phone number

oo “Tomy MeDonald |+ Maria Sanchez N

Use 3 custom avatar andfar name for this conversation {optional)

&

-

A notification from the organization:

R secuntrage
& - C B nimes/sscurobeidge-qal.everbridge.net Tqa &7 oken ey nbAciOLILE NS oy, 2dWHOLSO2HckFK YW | HwibLinTmFLZSIMV2 2K, et

n

4 Everbridge Financial

ACyber Attack

Our conporate network (s under Cyber attack. Move
all communications 1o Secureliridge. Current Tim
€ 132552 Message Sender: Meghan Hounshell
Natfication Status: New. Today's Date: 05-31.2016.

PLEASE CONFIRM
+ Netwark Outage
We are experienting & Pl network outage. Are you
abile 1o respond?

Yex. mmadiaaly

Yes, in 15 minutes or less

Na
o Cyboer Artaeck
Please join the conference bridge from your mobile
device

PLEASE CONFIRM

PLEASE CONFIRM
L Private Chatll *= Group Chat
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To start a new group chat

1 From the Conversations page, click Group Chat.

[
- C B ritoe:/securebedge-gal everbridge.net Tqa &7 oken s ey hbGoiLUILE NS ey e WK ShIck kYW 1 sihibln TrmPL2 518l ZX Sl

m |

UREBRIDGE B New Group Chat

STaT @ COMVETSAtion with cne, or multiple, CONACTS by BATEFING & name, emal address, or phone namier

L Private Chatll *= Group Chat

2 Follow the on-screen instructions to start a conversation with one or more contacts and/
or groups.
Once you have added at least one user for a secure chat session, there are three (3) types
of messages you can send from this screen:
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«  Text Message: Text securely using the text input window at the bottom of the app.
Then click Send. When delivered, you see the Day, Date, and Time. The delivery
status changes to “Seen” with the Day, Date, and Time when it is read.

[ E

L3 C B nitos:/securebedge-gat everbridge.net Tqa T &7 1oken s ey hbGoiOLILIE NS ey e WK BhI kP YW T iibn TmPL2SIBtE ZX e 2Ug . 1

m |

CUREBRIDGE B New Group Chat

STa¢1 3 COMVETSaton with ore, or Multiple, ContacTs by enering 3 name, emad address, or phone number

oo | 2TE = Maria Sanche: 0
Use a custom avatar andior name for this conversation {optional)
g Giobal Coverage for June
A
oL

» Image Message: Upload images to your computer so you can choose one or more
as needed. When delivered, you see the Day, Date, and Time. The delivery status
changes to “Seen” with the Day, Date, and Time when it is read.

[ E

B mitos://secuncbeidge-qn1. everbridge.net/Tqn ' & oken ey hbGoiCLILLT NS ey O WL BhSAckF R YW | wibdinTmFLZSIM2 DL Uy 77

m |

- c

Selectan image

Crcoss Fie | SCNOCUINGGrOUPS. SHMView.ong

»  Audio Clip (voice recording): Click the microphone button at the bottom of the
page. In the Record an Audio Message dialog, click the red button to record your
message, then the black button to stop recording. Preview the message when you
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are done recording by clicking the Play button. Click Send. When delivered, you see
the Day, Date, and Time. The delivery status changes to “"Seen” with the Day, Date,
and Time when it is read.

3ot .-

T

€ B nitos/securebridge-qal_everbridge.net/Tqa 1A oken ey hbEcKLILIN NG ey e WCRIShIdckFR YW dihwiblinTmFIZ SIS E D el

Record an Audio Message

O - - «—]

3 Tosend avideo call or voice call, go to the group info page for the group (by
clicking the Information icon in the upper right. The list of all of the group

members are displayed, where you can start a video or audio call with any one of
them, individually.

» Video Call: Accessed by clicking the Video icon.
«  Voice Call: Accessed by clicking the Phone icon.

4 Perform the actions for the type of message you want to send.

B Secusnage <
= =] et macaurebnage-a1 Averbridge. ret 7 1 &7 cher ey JhbOcCHILEH Ny e dWHCRSD20ChF YW | diwibr TmPZ BV DU iemad =
B Tony McDonald LSS
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Profile

From the left-hand navigation pane, click your name and then click Profile.

SECUREBRIDGE

Roger Adams

qal. ge.nal/7gat A token=eyJhbGCiOUILZI NUS. eyJzdWIOWS

Profile

Email Address

.0OMm
First Name

Roger
Last Name

Adams

Phone

United States

You can:

0 Change the First Name

0 Change the Last Name

0

0 Change the Phone Number

0 Choose a new Profile Image (avatar)

5555550010

AckFKYW 1 ziwib3In TmFIZSIBINVZ X lomkZ 2 Uig Rmiu Y WSjavWFsl

Profile Image

Choose a new photo

I |

Change the Country for the Phone: United States or United Kingdom

Click Save after making updates.
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Away Message

From the left-hand navigation pane, click your name and then click Away Message.The
status default is Off.

I |

net/7gatl &7 token=eyJhbGCiOUILEZIT NUD. oy zd WO Sh2dickFi YW i 21 wib3InTm P2 SI8IKVE DX emikE 2 Ug AmiuY WSiaWWFsi|

qa. &

Away Message

Roger Adams Status: B

Toggle the Status to On and fill in the fields as needed. To escalate any notes to someone
else, slide the Escalation toggle to On.

I |

« = ;_: hitps: -Qal. { net/7gal A7 token=eyJhbGoiOUILZI T NUS. ey 2dWIHOWSh2dickFk YW 1 2iiwib3JnTmFIZSI8IKV2 ZX JiemikZ2Ug RmiuY WS iaWF sl
SECUREBRIDGE Away Message
Roger Adams Status: Sl

Type: (O Daily @ Duration

Out of the office from:

27-May-2018 2T-Jun-2016
~ -~ to ~ -~
12 02 n 2o oo n
b hd - -
Escalation: i)
Maria Sanchez (SecureBridge) o
Reply to messages with:

| am currently unavailable. Please contact @contact for assistance.

You must select a contact name and should replace “"@contact” that person’s email address
in the “Reply to messages with” body text.

Click Save when you are done.
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Logout

From the left-hand navigation pane, click your name and then click Logout. You are returned
to the login screen.

Login to SecureBridge

Login

SignUp Everbridge Member?

Privacy Policy
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Administrating Secure Messaging

This chapter provides information about managing your secure messaging functions by
means of the Everbridge Suite interface.

The following topics are covered:

0 Overview of Secure Messaging
0 Download Messages

0 Secure Messaging User
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Overview of Secure Messaging

Account Administrators and Organization Administrators can see the Secure Messaging list
of users, as shown below.

Documentation (Organizafion Admin) Welcome Lucy Kajimoto (lucykajimoto) | Help & Support | Logout
Y . @ g i= Pl ¢ & 9
= brldge Dashboard Universe Notifications Incidents Reports Settings Access
Contacts §
Contacts | | Uploads | | Groups | | Rules | | Deleted Contacts Scheduling | | Secure Messaging e
Doumload Filter by activity B Invite Users Q
Status First Name Last Name Phone Email Address Activated On
o Rebeccahb1 Zhu +18908765457 rebeccahb1@126.com 2015-06-28 05:49:03
Page 1 of 1| 25 v View 1-10f1

Privacy Terms of Use @ 2015 Everbridge, Inc.

Review the following table for details of each field on this page.

Field Name Description
Download button Download a CSV or HTML report.
Filter by activity If this check box is selected, enter the date range, From and To. Then

click the Update View button. These dates are filtered by anyone who
sent a message during that time.

If this check box is clear, you can search by name (First name and Last
name) or email address. The search is case insensitive.

invite Users Enter an email address to send an invitation to join your organization.
Only one user can be invited at a time.

Registering as Secure Messaging users does not mean they
immediately become contacts. If the users accept the invitation and join
the organization, then a contact record is created for them when they
join.

Status Locked or Unlocked. If the account is locked, then this user will no
longer be able to use your organization’s login credentials to access the
Secure Messaging app.

First Name First Name value. This is the value entered by the user when creating his
or her SecureBridge profile and is not pulled from the contact record.

Last Name Last Name value. This is the value entered by the user when creating his
or her SecureBridge profile and is not pulled from the contact record.
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Field Name Description

Phone Phone Number value. This is the value entered by the user when
creating his or her SecureBridge profile and is not pulled from the
contact record.

Email Address Email address value

Activated On The default sort is by “Activated On”, which is the time stamp of when
the user first logged into the app. You cannot sort by any other fields.
NOTE: When the check box: Filter by activity data range is selected, the
dates are filtered on the “Activated On” date. Also, the Search field is
disabled.
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Download Messages

The ability to export the actual content of the messages is optional and can be enabled or
disabled by an Everbridge Administrator.

The server retention time can be configured as needed by an Everbridge Administrator.
Customers can choose to retain their data from as little as one day and for up to seven years.

From the main Secure Messaging page or from the Messages sub-tab, you can download
statistical information in CSV or HTML format.
To download a statistical Secure Messaging report

1 From the main Secure Messaging page, click the Download button.
The Download dialog is displayed.

Download

Format (@ .csv HTML (2]

Cancel

2 Select the radio button in which you want the format of your report, and click OK.

In this example, HTML is selected. An Alert message is displayed: Your download
request has been submitted. You will receive an email with download instructions soon..

Your download request has been submitted. You
will receive email with download instructions soon.

_—

3 Click OK and wait for your email.

4  Open the Request Received email.
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You can expect another email when your report is ready for retrieval. Use the password
in the email to access your file.

* ¥ = Request Received - Message (HTML) [E=R e

Message Adobe PDF > @
x £ Reply (23 Loy Stufr 5% @S+ Mark Unread " [ &)
£33 Reply All (2 To Manager .|| e N BQ categorize v | A
&v Delete tav — | Move Editing Zoom
3 Forward 5 Team E-mail = - [~ ¥ Followup - -

Delete Respond Quick Steps 5 Move Tags 7 Zoom
From: noreply @everbridge.com Sent Tue 6/30/2015 8:13 AM
To: Lucy Kajimoto
Co
Subject: Request Received N

= |

The request for your report has been received and is being processed.

You will receive an email when your report
Please use this password to access your fi

ready for retrieval.
IFdSvxaQhles

Tracking : d8fé7e68-2cdb-4a49-9f98-c60287h65bbo

5 Open the email named Your Report is Ready.

e
* ¥ v Your Report is Ready - Message (HTML) - -:--@-g
Message | Adobe PDF
£ Reply (23 Lugy stuff N% E- (3 Mark Unread 5
Sl Reply All 5 To Manager -l W) R categorize - .
39' Delete o — | Move Editing| Zoom
) Forward 9| (3 Team E-mail 5 -~ @~ | ¥ Followup~ -

Delete Respond Quick Steps i Move Tags 5 Zoom
From: noreply @everbridge.com sent: Tue 6/30/2015 8:13 AM
To: Lucy Kajimoto
e
Subject: Your Report is Ready il

Your report is ready for retrieval and can be accessed here: Click Here
This links expires at 2015-07-01 15:13:04 UIC.

Tracking ID: d8fé7eé8-2cdb-4a49-9f98-c60287b65bb9

6 Inthe email, select the link: Click Here.
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Depending on your browser, you should first select Open (or Save, as the report is not
automatically saved). The report file is shown in a Temporary Internet folder.

1] Recent Places

#& OneDrive for Business

o Libraries
|5 Documents
o Music
=) New Library
| Pictures
B Videos

| 1™ Computer

G Local Disk (C3)

o — e e — 3 e . -
— - A e e W
OU ‘] <« Local » Microsoft » Windows » Temporary Internet Files » ContentE5 » ZCNTSRIT » 8985fc15-6564-44eb-390b-db0dff16b630 - ‘5} Search
—— = — s e =
Organize Extract all files =~ 0 @
e Mame Type Compressed size Password .. Size
18 Downloads 2] SecureMessagingUsersDocumentation...  HTML Document 1KB VYes
B Desktop i

Select a file to preview.

Double-click the filename to openiit.
The Password Needed dialog is displayed.

N

S —

ij [ « Local » Microsoft » Windows b TemporaryIntemet Files b ContentlES » ZCNTSRIT v cfo7ess-2cdb-4al9-0f08-ca0287b65EE

- [ 4] Search d

Organize » Extract all files
0 Favorites
& Downloads

P Desktop
] Recent Places

#& OneDrive for Business

- Libraries
4| Decuments
& Music
@l New Library
&= Pictures

B videos

/% Computer
&8 Local Disk (C)

Name Type Compressed size Password ..  Size Ratio
£ stats HTML Document 1KB Yes 4KB 83%

Password needed

File ‘stats"is password protected. Pleass
enter the password in the box below

Password: |

This file can't be previewed.

8 Enterthe password (from the Request Received email) and click OK.
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The report is displayed. The following example is a CSV report.

Pure et kctndOn 2 Mg

Serissprgentitidp +

9 Review the following table for details of each statistical report field.

Report Field Name

Description

File Export Name

SecureMessagingUsers_OrgName_DateAndTimest
amp.csv

First Name

First Name value

Last Name

Last Name value

Source (custom-branded apps only)

External or Internal

Email Address

Email address

Phone Number

Phone Number value

Locked

Yes = Locked
No = Unlocked

Activated On

Total Messages

Date and Timestamp that the user first logged into
the app

Total Number of all message types sent and
received by that user

Text Messages Sent

Total Number of all text message types sent by that
user

Text Messages Received

Picture Messages Sent

Total Number of all text message types received by
that user

Total Number of all picture message types sent by
that user

Picture Messages Received

Total Number of all picture message types received
by that user

Audio Messages Sent

Total Number of all audio message types sent by
that user
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Report Field Name

Description

Audio Messages Received

Audio Calls Placed

Total Number of all audio message types received
by that user

Total Number of audio calls placed (answered and
missed) by that user

Audio Calls Received

Total Number of audio calls received (answered and
missed) by that user

Video Calls Placed

Video Calls Received

Total Number of video calls placed (answered and
missed) by that user

Total Number of video calls received (answered and
missed) by that user

To download a Messages report

1 From the main Secure Messaging page, select the link to the name of the person whose

messages you want to see.
2 Click the Messages sub-tab.

3 Click Download.
The Download dialog is displayed.

4 Perform steps 2 through 8 of the procedure To download a statistical Secure Messaging

report on page 78, then return here.
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The following are example Messages reports that you can download from the Messages
sub-tab:

Review View
5 Galibri (Body) 12 A~ A~ = ) General v % T Jespore = Agp-
| - % I & & = Delete v i L
Paste B| T | U oD = = = = vi8t |y oo o0 Conditional Format Cell - - Sort &
- = = LEU 2 Formatting as Table  Styles B | Format ~ & Filter
E9 : _ﬁ( Dr. Roger Adams: 2015-11-05 21:35:03 CST,Ellen Lee: 2015-11-03 04:36:26 CST -
A B c D E G H
1 |Sender Content Sent At Delivered Read At
Away Message: | am not able to reply right now. Please
2 |Dr. Roger Adams contact Ellen Lee if an immediate response is needed.  2016-05-23 18:44:13 CDT Jeanne Reyes: 2016-05-23 18:44:13CDT  Jeanne Reyes: 2016-05-23 18:44:13 €DT
3 |leanne Reyes Have you examined the pupil movement? 2016-05-23 18:44:13 CDT Dr. Roger Adams: 2016-05-23 18:44:13 COT  Dr. Roger Adams: 2016-05-23 18:44:13 CDT
4 |Dr. Roger Adams image/17bf8abd-cc34-47aa-ad41-d515143 1cedd.jpg 2016-05-23 18:43:11 CDT Jeanne Reyes: 2016-05-23 18:43:33CDT  Jeanne Reyes: 2016-05-23 18:43:
5 |Dr. Roger Adams audio/35a5afa2-94e7-4448-b715-b3ibbd696996.mps  2016-05-23 18:40:21 CDT Jeanne Reyes: 2016-05-23 18:43:33CDT  Jeanne Reyes: 2016-05-23 18:4:
Dr. Roger Adams: 2016-04-20 1! 05 Dr. Roger Adams: 2016-04-20 1!
CDT,Jeanne Reyes: 2016-05-23 18:36:46  CDT,Jeanne Reyes: 2016-05-23 18:36:46
6 |Ellen Lee audio/0100339-4eb3-4698-a8bc-316c398550f2. mp4 2016-04-11 03:36:24 CDT COT coT
Jeanne Reyes: 2016-01-26 12:12:24 CST,Dr. Jeanne Reyes: 2016-01-26 12:12:24 €ST,Dr.
7 |Ellen Lee video/mpd 2016-01-26 12:11:22 CST Roger Adams: 2016-01-26 21:34:31.CST  Roger Adams: 2016-01-26 21:34:31 CST
Dr. Roger Adams: 2015-11-052
Dr. Roger Adams: 2015-11-05 21:35:03 CST,Jeanne Reyes: 2015-11-19 15:
& Ellen Lee audio/d933747c-8e22-441a-b411-5379f906ebdf. mp4 | 2015-11-03 06:20:06 CST CST,Jeanne Reyes: 2015-11-19 15:29:20 CST €ST
; : 5:2015-11-05 21:35:03
9
=
== SAE = £s: 2015-11-03 04:35:39
1| Favorites [ data * [ audio ‘& Df1b0339-4...55bf2.mp4
B Al My Fil B messages.csv [ image & Bd2d2692-...b383T.mp4 5:2015-11-05 21:35:03
1 Ll & 35a5afa2-0..96096.mp4  DI5-11.03 03:32:33 CST
< iCloud Drive & 764d4cTa-...5d1e72.mpd 5:2015-11-05 21:35:03
#5: 2015-11-03 03:31:44
1 @ airdrop & d94b6ade-...coe292.mpé
& d933747c-...06ebdf.mp4 TR
43 Applications i ey
b 0303:31:44 CST
[ Desktop 5:2015-11-03 03:28:39
u 015-11-03 03:26:23 CST
[ Documents 5:2015-11-03 03:28:39
© Downloads £5: 2015-11-03 03:27:49
bl
H Movies D15-11-03 03:27:49
1 i 015-11-03 03:25:53 CST
13 Music 5:2015-11-03 03:24:45
1 (i@ Pictures 015-11-03 03:
5:2015-11-030
1 Devices 015-11-03 03:25:53 CST
= 5:2015-11-03 03:24:45
b Homote Bio D15-11.03 03:25:53 CST
2
1 Shared I i I
2
R —
Ready — — — 100%
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Ellen Lee

Jeanne Reyes

Ellen Lee

ams
2016-01-26 21:34:31 CST

filesin c019-4337-a0d6- ‘:' 0
Everbridpe - Contacts messages. html
Jane jones 04/07/1984
Sender Content Sent At Delivered | Read At
Dr. Roger Adams (@ | am not able to reply right now, Please contact Ellen Lee If an immediate response is needed. 2016-05-23 15:44:13 CDT Ijlanne Reyes [ Jeanne Reyes
2016-05-23 15:44:13 CDT :2016-05-23 1B:44:14 CDT
Jeanne Reyes Have you examined the pupil movement? 2016-05-23 18:44:13 COT | Dr. Roger Adams iDr. Roger Adams
2016-05-23 18:44:13 CDT | 2016-05-23 18:44:13 CDT
Dr. Roger Adams | 2016-05-23 18:43:11 CDT | Jeanne Reyes |Jeanne Reyes
2016-05-23 18:43:33 CDT | 2016-05-23 18:43:37 COT
Dr. Roger Adams 12016-05-23 18:40:21 COT | Jeanne Reyes | Jeanne Reyes
2016-05-23 18:43:31 CDT | 2016-05-23 18:43:37 COT
Ellen Lee 2016-04-11 03:36:24 COT | Dr. Roger Adams |Dr. Roger Adams
2016-04-20 15:02:05 CDT | 2016-04-20 15:02:30 CDT
Jeanne Reyes |Jeanne Reyes
2016-05-23 18:36:46 CDT | 2016-05-23 18:43:37 CDT
Ellen Lee 2016-01-26 12:11:22 C5T | Jeanne Reyes |Jeanne Reyes
2016-01-26 12:12:24 CST | 2016-01-26 12:12:28 CST
Dr. Roger Ad

. Roger Adams
| 2016-02-11 00:20:53 CST

2015-11-03 06:20:06 C5T

Dr. Roger Adams
2015-11-05 21:35:03 CST

| Dr. Roger Adams
| 2015-11-05 21:35:14 CST

Jeanne Reyes | Jeanne Reyes
2015-11-19 15:29:20 CST | 2015-11-19 15:29:26 CST
2015-11-03 04:35:58 CST | Dr. Roger Adams | Dr. Roger Adams
2015-11-05 21:35:03 CST | 2015-11-05 21:35:14 CST
Ellen Lee | Ellen Lee
2015-11-03 04:36:26 C5T | 2015-11-03 04:36:29 C5T
2015-11-03 03:35:10 CST | Dr. Roger Adams |Dr, Roger Adams
2015-11-05 21:35:03 CST | 2015-11-05 21:35:14 CST
Ijnann! Reyes |Jeanne Reyes

| 2015-11-03 04:35:39 C5T

|2015-11-03 04:35:43 CST

2015-11-03 03:32:06 CST

Dr. Roger Adams
2015-11-05 21:35:03 CST
Ellen Lee

2015-11-03 03:32:33 CST

| Dr. Roger Adams

| 2015-11-05 21:35:14 CST
|Ellen Lea

|2015-11-03 03:32:36 CST

2015-11-03 03:31:44 CST

Ellen Lee Prep OR for possible emergency c-section 2015-11-03 03:30:37 CST | Dr. Roger Adams | Dr. Roger Adams
2015-11-05 21:35:03 C5T  |2015-11-05 21:35:14 CST
Jeanne Reyes | Jeanne Reyes
2015-11-03 03:31:44 CST | 2015-11-03 03:31:46 CST
Dr. Roger Adams | Ambulance approaching 2015-11-03 03:28:56 CST | Ellen Lee |Ellen Lee
2015-11-03 03:29:23 CST | 2015-11-03 03:29:26 CST
Jeanne Reyes Jeanne Reyes

|2015-11-03 03:31:46 CST

2015-11-03 03:28:39 CST

| Jeanne Reyes Meds and ultrasound ready 2015-11-03 03:28:04 CST | Dr. Roger Adams |or. Roger Adams
2015-11-03 03:28:39 CST | 2015-11-03 03:28:42 CST
Ellen Lee | Ellen Lee
2015-11-03 03:29:23 CST | 2015-11-03 03:29:26 CST
Ellen Lee Begin ED Prep 2015-11-03 03:26:28 C5T | Dr. Roger Adams Dr. Roger Adams

| 2015-11-03 03:28:42 CST

2015-11-03 03:25:53 CST

Jeanne Reyes |Jeanne Reyes

2015-11-03 03:27:49 CST | 2015-11-03 03:27:52 CST
Dr. Roger Adams |EMT monitoring vitals. Ambulance in transit. 2015-11-03 03:25:13 CST | Jeanne Reyes |Jeanne Reyes

2015-11-03 03:27:49 CST | 2015-11-03 03:27:52 CST

Ellen Lee |Ellen Lee

2015-11-03 03:25:53 CST | 2015-11-03 03:25:56 CST
Jeanne Reyes Patient's BP reading 160/110 2015-11-03 03:23:29 CST | Dr. Roger Adams | Dr. Roger Adams

2015-11-03 03:24:45 C5T ' 2015-11-03 03:24:48 C5T

Ellen Lee |Ellen Lee

2015-11-03 03:25:53 C5T | 2015-11-03 03:25:56 C5T
Jeanne Reyes Patients blood pressure reading 160/110 2015-11-03 03:23:03 CST | Dr. Roger Adams | Dr. Roger Adams

2015-11-03 03:24:45 CST | 2015-11-03 03:24:48 C5T

Ellen Lee | Ellen Lee

2015-11-03 03:25:53 C5T :NlS-]]-O!D] 25:56 CST
Jeanne Reyes Monitoring vitals 2015-11-03 03:16:50 CST | Dr. Roger Adams | Dr. Roger Adams

2015-11-03 03:24:45 C5T | 2015-11-03 03:24:48 C5T

Ellen Lee | Ellen Lee

| 2015-11-03 03:25:56 CST
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5 Review the following table for details of each Messages report field.

Report Field Name Description

Sender The name of the sender.

Content The message that was sent.

Sent At The date and time the content was sent.
Delivered The name of the receiver of the message. Also the

date and time of the message was received.

Read At The name of the person who read the message. Also
the date and time the message was read.
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Secure Messaging User

See the example user details. In the following example, the right-hand pane shows the user’s

Summary.

Documentation (Organization Admin) » Welcome Lucy Kajimoto (lucykajimoio) | Help & Suppori | Logout
= n
A =rbrid & b = 28 [ ] Q
N everori ge Dashboard Universe Notifications Incidents Contacts Reports Settings Access
Contacts @
Contacts | | Uploads | | Groups | | Rules | | Deleted Contacts Scheduling Secure Messaging e
=Back
Summary Messages Conversations
Rebeccahb1 Zhu L]
7' UnLock - Locked
< Remote Wipe Type Spount
Total Messages 4
Email
Activated On Text Messages Sent 4
Name:
TextMessages Received 0
Rebeccahb1 Zhu o
Phone: Ficture Messages Sent 0
+18908765457
Picture Messages Received 0
Edit
Audio Messages Sent 0
Audio Messages Received 0
Audio Calls Placed 0
Audio Calls Received 0
Video Calls Placed 0
Video Calls Received 0

To lock/unlock a user account

1 From the left-hand pane of the selected user, select the link: Locked (or Unlock).
« Iflocking the account, the Lock Account dialog is displayed.
Lock Account
This userwill no longer be allowed to access your
organization's Secure Peer to Peer Messaging
application
[ ves JHEE
« If unlocking the account, the Unlock Account dialog is displayed.
Unlock Account
This user will be allowed to access your
organization’s Secure Peer to Peer Messaging
application
h’ili‘~ No
2 Click Yes to continue.
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To erase all secure messages from selected devices

1 From the left-hand pane of the selected user, select the Remote Wipe link.
The Remove Wipe Confirmation dialog is displayed.

Remote Wipe Confirmation

If you continue you will erase ALL HipaaChat messages from the selected devices. This cannot be undone.
Device Name ©OS OS Version AppVersion Wipe Requested Wipe Status

BOA iPhone55  ios 8.1 50150 No NIA

u Cancel

2 Select the check boxes of the devices from which messages will be erased.

NOTE: If one device is being passed between users, then any users that ever used
that device will have that device listed in their profiles and that device can be wiped
from any previous user’s user record. This wipes everyone’s data from the device; not
just the user who is logged in at the time.

3 Click OK.

To edit user information
1 From the Secure Messaging page, select the First Name of the user to edit.

2 Select the Edit link.
The Edit User dialog is displayed.

2]

Changes made here will NOT be applied to the user's
contact record

First Name: Anny 126
Last Name: Zhang
Phone: +12334998989

Email: jane zhao@everbridge.com

H Cancel

3 Make desired changes to First Name, Last Name, and/or Phone.
The changes made here will not be applied to the user’s contact record.

4 Click OK.
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When you click the Messages sub-tab, each line displays the type of messages, by whom the
message was sent, the corresponding group name, and the date sent.

The group name that the user sees for private groups in the client is "N/A”. If the group is not
named (from Group Chat,) then that group is automatically named with the first names of
the individuals in that group.

= manager-qal.everbridge.net

Weilcome Moghan Hounshell (meghan hounshell@ everbridge.com) | Holp & Suppon | Logout

Everbridge Regional (Organization Admin) »

= -

Ascverbridge D @ * s e e bl
e g Dashboard Universe Hotfications Incidents Contacts Reports Settings
Contacts

Contacts Uploads Groups Flutes Dalsted Contacts Scheduling Secure Mesaaging
<Back

Bummary Meossages Conversations

Jeanne Reyes e

&5 Unlocked - Lock

& Bemate Wipe

Group Name Group Members Last Activity Sent By
Emall
by Jane Jones 040719684 Dr. Roger Adams, Ellen Lee, Jeanne Reyes 2016-05-23 18:44:13 CDT Dr. Roger Adams

Dr. Rogor, Jeanne

Dr. Roger Adams, Jeanne Royes

2016-05-23 168:37:25 COT

Dr. Roger Adams.

: STEMI 0111186 Meghan Hounshell, Dr. Roger Adams, Ellen Loe, Jeanne Aoyes  2016-01-08 17:30:44 CST Jeanne Rayes
Jeanne Reyes
- STEMI 01111718 Dr. Roger Adams, Ellen Lee, Jeanna Reyes, Moghan Hounshell  2016-01-08 17:35:26 GST Dr. Roger Adams
+18185850001 Hugh Levy 07721748 Dr. Roger Adams, Ellen Lee, Jeanne Reyes 2015-12-23 12:38:29 CST Jeanne Reyes
=

Dawvid Brown 120557

Meghan Hounshall, Dr. Roger Adams, Ellen Lea, Jeanne Rayes

2016-01-22 14:37:52 CST

Jeanne Reyos

NIA Elien Leo, Jeanne Royes 2015-11-25 14:28:51 CST Jeanne Reyes
MNA Dr. Roger Adams, Jeanne Royes 2015-11-24 14:01:47 CST Jeanne Reyes
Page 1 of 1) a8 ] View 1 -80l8

Privacy Tarmsof Use © 2016 Evertridge, Inc. 6.0.0.20-2016-05-23-08:08 q1bur2app02

From the Messages sub-tab, click a Group Name to see the details of the conversation. The

details open in the Conversations sub-tab.

Evorbridge Regional (Organization Admin) »

& manager-gal.everbridge.net

o erbrid @ @ i = < Fe
= : ridge RAoports  Settings

Ceontacts

Contacts Uploads Groups Aules Deloted Contacts Scheduling Secure Messaging
<Back

Jeanne Reyes L] aldeblinnl

o' Uniocked - Lock

& Bamote Wips

Group Name Group Members Last Activity Sant By

Email

Activated On

Name:
Jeanna Reyes

Phone:
+18185550001

Edn

Jane Jones D407 84

Dr. Aoger, Jeanne

STEMI 011116

STEMLO1N1NES

Hugh Levy 07/21/48

David Brown 120557

A

NA

Or. Aogor Adams, Ellen Leo, Joanne Royes

Dr. Roger Adams, Jeanne Royes

Meghan Hounshell, Dr. Floger Adams, Ellen Lee, Jeanne Reyes
Dr. Aoger Adams, Elien Lee, Jeanne Feyes, Meghan Hounsheil
Dv. Roger Adams, Ellen Loe, Jeanne Royes

Meghan Hounshell, Dr. Roger Adams, Ellen Lee, Jeanne Reyes
Elien Lew, Joanne Aoyes

Dr. Aoger Adams, Jeanne Reyes

Page 1 of 1) 25 %

Terma of Use © 2018 Everbridge, inc.

2016-05-23 18:44:13 COT

2016-05-23 18:37:28 COT

2016-01-08 17:30:44 CST

2016-01-08 173526 CST

2015-12-23 12:38:29 C5T

2018-01-22 143752 CST

2015-11-25 14:28:51 CST

2015-11-24 14:01:47 CST

Dr. Roger Adams

Dr. Roger Adams

Jeanna Reyes

Dr. Roger Agams

<Jeanna Reyes

Jeanne Reyes

Joanna Royes

Jeanne Reyes

View1-80l8
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Click <All (or from the Messages sub-tab, click the Conversations sub-tab) to you see all the
conversations.

Documentafion (Organizafion Admin) » Welcom

a2 ¢ [ a

incidents [E&LIEAEM  Reports  Settings

icy Kajimoto (lucykajimoto) | Help & Support | Logout

® )

Dashboard  Universe  Notifications

Access

Contacts @

GContacts Uploads Groups Rules Deleted Gontacts Scheduling secure Messaging

(2]
<Back

Summary Messages Conversations
Rebeccahb1 Zhu ] Y | | Meesad

53 UnLock - Locked
& Remote Wipe

Group Name Group Members Last Activity
Email rebeccahb 26.com

Send By
Activated On: 2015-06-29 05:49:03 Me Hbtest2 Zhu, Rebeccahb1 Zhu, Hbtests Zhu 2015-06-29 05:53:54 Rebeccahbt Zhu
Name:

NiA Hbtest2 Zhu, Rebeccahb1 Zhu 2015-06-29 05:53:32 Rebeccahbi Zhu
Rebeccahbi Zhu
Phone: NiA Rebeccahb1 Zhu, Hbtest3 Zhu 2015-06-29 05:52:33 Rebeccahb1 Zhu
+18908765457
Page 1 of1| 10 v
Edit

View 1-30f3

Privacy Terms ofUse © 2015 Everbridge, Inc. V5.00-2015-06-29 18:37:14 q1bur2app01
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Troubleshooting SecureBridge

This chapter addresses common challenges when installing or using SecureBridge.
The following topics are covered:

0 Troubleshooting
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Troubleshooting

Why am | not getting messages?

You probably do not have Push Notifications enabled. Enable Push Notifications on your
device (see the instructions in the answer below).

Push Notifications: I did not allow Push Notifications when I first installed SecureBridge.
What do I do now?

SecureBridge needs to notify you when you receive a new message. This requires push
notifications.

To enable Push Notifications on iOS devices
1 From iPhone home screen, tap "Settings".

2 Tap "Notifications".

3 Scroll down to "SecureBridge" and make sure everything is set to "On" (there are four
items here), and that the Alert Style is set to "Banners".

To enable Push Notifications on Android devices

The Android operating system does not contain a "permissions manager" on a per app basis.
See Google Play support pages for more information.

Why does SecureBridge need access to my device's Contacts?

This lets you find colleagues by syncing your address book with SecureBridge. Do not worry,
all your data is encrypted and kept private. Nobody can see your contacts except you.

Allowing Access to Contacts: | did not allow SecureBridge to Access my Contacts when |
first installed it. What do | do now?

To adjust the Contacts access settings on iOS
1 Fromthe iOS home screen, tap "Settings".

2 Tap "Privacy".
3 Tap "Contacts".
4  Scroll down to SecureBridge and switch it to "On".

To adjust the Contacts access settings on Android

The Android operating system does not contain a "permissions manager" on a per app basis.
See Google Play support pages for more information.
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Video calls aren't connecting. What do | do?

Your network may have a firewall or some other security setting that is preventing you from
utilizing this feature. Contact your assigned internal Point of Contact to report this issue.

What are the minimum device requirements for Video calling?

Video calling requires an iPhone 4S+, iPad 2+, iPad Mini, iPod Touch 5th Generation, or an
Android 4.1 device with a camera/video camera available.

Video calling is not supported on older devices like iPhone 4 because the processor "chip" is
not fast enough to support it. You may not initiate a video call on an older device, but if
someone calls you, understand that the experience will be poor.

How do | update the SecureBridge app?

To update the SecureBridge app on iOS devices
1 Fromthe iOS home screen, tap the @ icon.

2 Inthe bottom right, tap the Update icon.

To update the SecureBridge app on Android devices

1 From the Android home screen, tap the = = my apps button.
Apps with an available update are labeled Update.

2 Select the app you want to update and tap the Update button.
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Organization Settings

This appendix describes the configuration options available to you in the Everbridge Suite
system. The Organization tab is provided for Administrators to configure settings specific to
your organization.

The following topics are covered:

0 Overview of Organization Settings
0 Organization

o Map

0 Publishing Options

0 Notifications

0 Contacts and Groups

0 Secure Messaging

0 Peer-to-Peer Messaging

0 Single Sign-On

0 Password Reset Policy
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Overview of Organization Settings

The Organization tab is provided for Administrators to configure settings specific to your
organization.

Documentation (Organization Admin) »

Welcome Lucy Kajimoto (lucykajimoto) | Help & Support | Logout

Settings

Organization Member Portal

Base Information

Login Message

» Map

¥ Interactive Visibility

} Publishing Options

¥ Notifications

¥ Contacts and Groups

» Secure Messaging

¥ Peer-To-Peer Messaging

Everbridge Open

Organization Details
Organization Name
Organization 1D
Organization Status

Country

Contact Data Store Location

Account Name
Last Modified Date
Last Modified By
Agency Name
Agency Designation

Agency Logo/Badge

Custom Organization 1D

Privacy

0o

Documentation
8800387920194

Active

United States

uscontact

MNew US SQA Account
2016-01-18 09:18.05 PST
ek admin

Everbridge Suite

Official Agency

%

=

Terms of Use @& 2016 Everbridge, Inc.

X (i) H— s B
Ascerbridge @ @ X i= L
E Dashboard Universe Notifications Incidents Contacts Reports
Settings g

Q

Access

In the optional Custom Organization ID field, you can enter a maximum of 10 digits. This

Organization ID is needed to access certain premium features.
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Organization

Base Information

This page provides general information about your Everbridge Suite Organization. You will
need to provide some of this information when you report a problem to our Technical
Support team.

0

0

0

Organization Name you selected during your implementation process.
Organization ID automatically generated by the Everbridge application.
Organization Status will always display "Active".

Country is the default country for your organization as defined during your
implementation process.

Contact Data Store Location reflects the Everbridge data store where we store your
contact data. There are contact data stores in several locations around the world. Your
data is in one suitable for your organization.

Last Modified Date and Last Modified By reflects when and who last modified the
configuration of the Organization.

Agency Name reflects the name of your agency if you are using the Everbridge
Community Engagement features.

Agency Designation reflects your agency designation if you are using the Everbridge
Community Engagement features.

Agency Logo/Badge displays the logo or badge of your agency if you are using the
Everbridge Community Engagement features.
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Documentation (Organization Welcome Lucy Kaimoto (lucykajimoio) | Help & Support | Logout
Poverbrid @ g - ¢ -3 Q
= . riage Dashboard ~ Universe  Notifications  Incidents  Contacts Reports ECCLONEM Access
Settings @
Organization Member Portal Everbridge Open
i i i
Organization Details (7]
Base Information Organization Name Documentation
Organization 1D 8800387980194
Login Message:
Organization Status Active
* Map Country United States
At Contact Data Store Location uscentact
Account Name Hew US SQA Account
¥ Publishing Options Last Modified Date 206-01-18 09:18:05 PST
» Notifications Last Modified By &b admin
Agency Name Everbridge Suite
¥ Contacts and Groups Agency Designation Official Agency

} Secure Messaging

» Peer-To-Peer Messaging
Agency Logo/Badge

Custom Organization 1D

o IEX

Privacy Terms of Use & 2016 Everbridge, Inc.
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Login Message

This is an optional feature.

The Login Message feature enables you to display a message when your Everbridge Suite
users log into the application. For example, you may want to advise your users about the
terms and conditions for the use of your Everbridge Organization, or you may want to
update your users about an incident or an issue.

From the Organization tab, select Login Message under Organization. You can enter up to
2,500 characters in the text box and, optionally, apply any desired rich text formatting such
as bold text, large fonts, or highlighting.

You can create the message in advance and only display it to your users when you are ready
by selecting the check box: Display the message to users. Click Save when you are done.

Settings €

Organization Member Portal Everbridge Open

v Organization

Base Information Your users will see this message when they log in. They must click through itin order to access the application.

Login Message Last Modified Date:
Last Modified By
¥ Map
Display the message to users
¥ Interactive Visibility

B Udex xTTH-TgTL7T =

¥ Publishing Options

} Notifications

¥ Contacts and Groups
¥ Secure Messaging

¥ Peer.To-Peer Messaging

B
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When your users login to the Everbridge application, they will be required to click through
the Login Message page by clicking on the Proceed button.

A bridge

LN 0

Welcome to Mass Notification! Click Proceed to confinue.

To change the login message, return to the Login Message page. You can clear the check
box: Display the message to users. This message is not shown to users although there is text
in the text box. Click Save.

You can edit or delete the message by typing in the text box, then clicking Save.

HTML Messages

You can use HTML markup in the message, not just plain text. This allows you to control the
appearance of the message, as well as include images.
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Map Defaults

This is an optional feature.

This page allows you to configure your map defaults for use in the map widget in the
Manager Portal.

Documentation (Organization Admin) » Welcome Lucy Kaimato {lucykajimoto) | Help & Support | Logout
y N . @ ® i) = 22 e 3 Q
bridge Dashboard  Universe  Nofifications  Incidents  Contacts  Rcports [CSTUNTS  Access
Settings €
Organization Member Portal Everbridge Open
» Organization
Map Defaults o
_ ﬂi‘:u" Base Google Maps v Default Map Center Glendale, CA
Map Defautis
e Leve! 8 - Street v GIS Default Projection | EPSG.900213 v
Centact Display Properties
My Shapes

Display Layers

» Point Address Data

Custom Map

» Manage Buildings

¥ Interactive Visibility

¥ Publishing Options

» Notifications

¥ Contacts and Groups

¥ Secure Messaging

» Peer-To-Peer Messaging

Detaut ap Preview (NI

E Wilson Ave

Glendale Police
Department

-

& US Post Office

E Broadway =

E Broadway

o]

1 UOSIRL §

ele gy D
J
1S Haka
a

Jewel City Bowl

Diamond Honda i

These defaults include:

o  Default Base Map — This is the default base map your users see when they open the
map widget in the Manager Portal. Locations and selection shapes are displayed on this
map. Your users can change the base map when in the map for their use while in the
map widget, but their selection will not change the default for the Organization.

o Default Map Zoom Level —This is the starting resolution level when your users open
the map widget. Your users can zoom in or zoom out when they open the map widget.

o  Default Map Center — This is the default location on which the application focuses the
map when your users open the map widget. Your users can change the focus of the map
in the map widget for their notification purposes.

SECUREBRIDGE USER GUIDE
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0 GIS Default Projection — This is used when processing the locations in your contact
CSV file if the location contains Latitude and Longitude values. Select one of the values
in the list in order to ensure your contact addresses appear in the correct location on the

map.

Click Save after making any changes to your Map settings. Then, click the Universe tab to
see the effect of the default settings.

Contact Display Properties

Documentation (Organization Admin) »

This is an optional feature.

You can set the transparency and size of your contact location icons on the map. Select
values that enable your users to distinguish the icons for the various record types and to
identify information on the map.

Welcome Lucy Kajimoto (lucykajimoto) | Help & Support | Logout

=~ ¢ IR ~
Contacts  Reports [ECSCITEEM  Access

Organization Member Portal

» Organization

Map Defaults

Everbridge Open

Contact Display Properties

. . @ @ .y =
N

oS brldge Dashboard  Universe  MNotifications  Incidents
settings @

‘ @ Changes here may cause your contacts to display slowly the first time viewing them on a map.

Contact Display Properties

My Shapes

Display Layers

¥ Point Address Data

Custom Map

» Manage Buildings

¥ Interactive Visibility

¥ Publishing Options

¥ Notifications

} Contacts and Groups.

¥ Secure Messaging

¥ Peer-To-Peer Messaging

Transparency: 70%
Size:

Level 1 — World Tpx
Level 2 — Country Tpx
Level 3 - State Tpx
Level 4 — County Tpx
Level 5 — City Tpx
Level 6 — Town Tpx

Level 7 — Neighborhood | 7px

Level 8 - Street
Level 9 — Max Level

Tpx

(—

Preview Settings on Google Map (Sample contacts)
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Map data E2016 Google, INEGI_Terms of Use
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My Shapes

This is an optional feature.

Upload pre?defined polygons your users can load to select contacts from the map for a
notification. This step could eliminate the need for your users to draw commonly used
polygons before preparing the notification

.Go to Settings > Map > My Shapes.

Documentation (Organization Admin) b

Welcome Lucy Kajimoto (lucykajimoto) | Help & Support | Logout

. k @ & i i= P 3 ¢ i a
= bridge Dashboard  Universe  Notifications  Incidents  Contacts  Reports [EORUGTTE Access
Settings @

Organization Member Portal

» Organization

Everbridge Open

0 The file must contain only closed, single-loop polygons:

My Shapes (2]
EE - p—
Map Defautts T ©_Import region file
Contact Display Properties @ i new foider
My Shapes
Display Layers
» Point Address Data
Custom Map
» Manage Buildings
¥ Interactive Visibility
» Publishing Options
» Notifications
» Contacts and Groups
» Secure Messaging
¥ Peer-To-Peer Messaging
Privacy TermsofUse ® 2016 Everbridge, Inc.
.
Requirements

0 The file can contain multiple polygons, which you will be able to load/hide separately on

the map.

0 Shapes must be in WGS84 coordinate system (also known as projection).

o Do notinclude point or line shapes since these cannot be used to select contacts from

the map.

o Do not load polygons with holes (for example, donut shapes).

0 Do not load multi-part polygons.
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Importing Regions Into the My Shape Library

Import Region—You can upload files using one of the following formats:

0 AKML (Keyhole Markup Language) file, which must not be compressed. The maximum
file size is 100 MB.

0 A complressed Shape file. Do not include nested folders in the compressed file (zip file).
In other words, the zip file can only contain the shapes. The maximum file size is 100 MB.

To import aregion

1 From the Settings tab, select Map > My Shapes.

2 Click the link: Import region file.

3 Inthe Region Name, enter the shape name as it should appear to users in the map
widget.

4 Select afolder for the file, if available.

5 Click Upload to portal.

NOTE: You can add folders before uploading shapes, or you can later move loaded
shapes between folders or into a folder.

Managing Folders and Shapes in My Shapes

Use the following procedures to manage folders and shapes in My Shapes.

To add a folder
1 From the Settings tab, select Map > My Shapes.

2 Click the link: Add, located at the top of the pane.
The application displays a folder at the bottom of the folder list with the default name
new folder.

3 Enterthe desired folder name (maximum 8o characters, including spaces).

4  Either press ENTER on the keyboard or click the mouse in a different area of the page to
accept the change.

To rename a folder

1 From the Settings tab, select Map > My Shapes.

2 Select the desired folder name to display the edit icons.
3 Select the Pencil icon to enable the folder name field.

4 Clickin the Name field and edit the folder name.

5 Either press ENTER on the keyboard or click the mouse in a different area of the page to
accept the change.
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To delete a folder
1 From the Settings tab, select Map > My Shapes.
2 Select the desired folder name to display the edit icons.

3 Select the Trash Binicon.
The application prompts you to confirm the deletion of the folder.

4 Click OK to delete the folder.

CAUTION: If you delete a folder that contains shapes, then the application also
deletes the shapes. Move the shapes to another folder if you want to
keep the shapes.

To move shapes between folders

1 From the Settings tab, select Map > My Shapes.

2 Expand the folder containing the desired shape.

3 Select the desired shape by clicking and holding down the left mouse button.

4 Dragthe shape to the desired folder and release the left mouse button.

To move shapes into a folder
1 From the Settings tab, select Map > My Shapes.
2 Select the desired shape by clicking and holding down the left mouse button.

3 Dragthe shape to the desired folder and release the left mouse button.

To export a shape

1 From the Settings tab, select Map > My Shapes.
2 Locate and select the desired shape.

3 Click Export (next to the Add link).

4 Follow your browser’s insturctions for storing the shape on your local resource.

NOTE: The export file is in Shapefile format.

Display Layers
This is an optkional feature.

You can upload any shape (polygons, points, or lines) for your users to overlay on the map as
a reference. For example, your Display Layer could be county or city boundaries (lines),
school district buildings (points), or even school buildings (closed polygons). Shapes loaded
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'Documentation (Organization Admin) »

A bridge

into the Display Layers library cannot be used to select contacts from the map for a
notification. This feature currently does not support multi?part polygons. Your file can
contain multiple shapes that you will be able to load/hide separately on the map.

Welcome Lucy Kajimoto {lucykajimoto) | Help & Support | Logout

® @ o = 2 ¢ [IER ~
Dashboard Universe Notifications Incidents Contacts Reports Settings Access

Settings @

Organization Member Portal

» Organization
L=
Map Defaulis
Contact Display Properties
My Shapes
Display Layers
» Point Address Data
Custom Map
» Manage Buildings
¥ Interactive Visibility
¥ Publishing Options
¥ Notifications
» Contacts and Groups
» Secure Messaging

» Peer-To-Peer Messaging

Everbridge Open

Display Layers (2]
o Add Import ()
© Import fiie

+ Cities.
+ School Districts

Privacy Termsof Use & 2016 Everbridge, Inc.

From the Organization tab, under Map > Display Layers, you can:
0 Add display layers. The maximum file size is 2100 MB.

o Import the shape files in a compressed file (zip format). If you upload shapes to Display
Layers, ensure there are only shapes, and not nested folders, contained in the
compressed file (zip file). In other words, the zip file can only contain the shapes. The
maximum file size is 100 MB.

The process to manage uploads and process these shapes is the same as the process
described above for My Shapes on page 103.

Point Address Data

This is a premium feature.

This feature is designed to enable you to achieve the level of precision you need for your
notifications. An administrator can load a master list of reference addresses and geo? points,
and can manage the master list online.

In order to use this feature, load a list of addresses and a latitude/longitude pair of each
address. The Everbridge application can use this custom data to geo?code an address added
to a contact record via the REST API, the Manager Portal, or the Member Portal.
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Geo-Coding

The Everbridge application will use the Point Address data to geo-code your contact
addresses in the CSV file and the Member Portal.

When geo-coding contact addresses in the contact CSV file, the Everbridge geo-coding

application will assign the Latitude/Longitude to the address in the contact record only if
there is a PERFECT match for the fields indicated below. The match is based on the content
and not the letter case of the content. For example, "Glendale" and "GLENDALE" are the
same value and is a perfect match.

Example 1. Successful Geo-Coding

Contact Address Field

Point Address Data Field

Street Address MUST MATCH Street Address X
City MUST MATCH City X

State MUST MATCH State X

Postal Code MUST MATCH Postal Code X

Example 2. Successful Geo-Coding

Contact Address Field

Sample Value

Sample Value

Point Address Data Field

Street Address 500 North Brand Blvd 500 NORTH BRAND BLVD Street Address X

City Glendale Glendale City X

State CA CA State X

Postal Code 91203 91203 Postal Code X
Example 3. Failed Geo-Coding

Contact Address Field Sample Value Sample Value Point Address Data Field

Street Address 500 N. Brand Blvd 500 North Brand Blvd Street Address X

City Glendale Glendale City X

State CA CA State X

Postal Code 91203 91203 Postal Code X

Example 4. Failed Geo-Coding

Contact Address Field

Sample Value

Sample Value

Point Address Data Field

Street Address

500 North Brand Blvd 500 North Brand Blvd Street Address X
City Glendale Glendale City X
State CA CA State X
Postal Code (empty) 91203 Postal Code X
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Published

After you load the master list of geo-coded address records via the Point Address Data >
Uploads page, you must publish the list in order for the Everbridge application to use these
addresses.

You can upload a file containing your master list of addresses, or you can manually add the
addresses to your master list.

Documentation (Organization Admin) » Welcome Lucy Kajmoto (lucykaimoto) | Help & Support | Logout
AL brid @D @ g = Py ¢ Fo) Q,

T ge Dashboard Universe Notifications Incidents Contacts Reports Settings Access
Settings (@

Organization Member Portal Everbridge Open

» Organization

_ Point Address Data: Published Geo-Coding Application | Everbridge Service v o

slete W Add Address >Ady 5
Map Defaults Delete Download dd Addre Q Advanced Search Reset
Contact Display Properties Record ID Country Street Address Apt/Suite/Unit City State/Province Postal Code
My Shapes ra 4822626 United States 425 West Prospect Road Fort Collins co 80526 View on map
Display Layers ra 4822627  United States 426 West Prospect Road Fort Collins co 80526 View on map
D ra 4822628 United States 427 West Prospect Road Fort Colins €O 80526 View on map
Fublshed ra 4822629 United States 428 West Prospect Road Fort Collins co 80526 View on map
Uploads N
rd 4822630 United States 429 West Prospect Road Fort Collins co 80526 View on map
Custom Map
rd 4822631 United States 430 West Prospect Road Fort Collins co 80526 View on map
» Manage Buildings
ra 4822632 United States 431 West Prospect Road Fort Collins co 80526 View on map
¥ Interactive Visibility
ra 4822633 United States 432 West Prospect Road Fort Collins co 80526 View on map
¥ Publishing Options
N N ra 4822634 United States 433 West Prospect Road Fort Collins co 80526 View on map
¥ Notifications
» Contacts and Groups ra 4822635 United States 434 West Prospect Road Fort Collins co 80526 View on map
¥ Secure Messaging Page | 1 of 9 w> = | 10 ¥ Wiew 1 - 10 of 81

» Peer-To-Peer Messaging

You can perform the following tasks on this page:

0 View your current master list of addresses

0 Add an address record

0 Editan address record

0 Delete an address or selection of addresses

0 View the address location on the map using the geo-point in the address record
o Search for an address record or group of address records

0 Setthe geo-coding service: Everbridge Service; My Point Address Info; and My Point
Address Info and Everbridge Service. The latter option uses My Point Address Info, but if
an address in the contact upload cannot be geo-coded, the application uses the
Everbridge Service.
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To add an address record

You can add an unlimited number of addresses to your Organization's master list of
addresses. However, Everbridge recommends you also insert the address record to your
system of record to ensure your next upload does not overwrite your changes.

1 Click Add Address.

| Add/Edit Point Address Information »

(2]

*Record 1D || | (1]

=]
*Country Select v E Wilson Ave E Wilson Ave E Wilson Avi

e

“Street Address b= & & < o
e £ g @
g n =) :

Apt/Suite/Unit

*City

Glendale Police /
Department =
*State/Province vl
*Postal Code

US Post Office

i e " : &
Update Lat/Long then click Preview to see new pin location E Broadway E Broadway,

“Latitude
>

“Longitude

1S uoSjaer §

1S POGMUDY

Preview

Diamand Honda
of Glendale

B [}
E Harvard St E Harvard St

=

pdata £2016 Google  Terms of Use  Report @ map ermar

Google Mz

i ve Cancel

2 Populate the required fields.
3 Preview the location on the map.

4 Select Save to close the overlay and save the address to the master list.

To edit an address record

You can edit any address record in your Organization's master list of addresses. However,
Everbridge recommends you also make the same changes to the address record in your
system of record to ensure your next upload does not overwrite your changes.

1 Click the Pencil icon for the desired address.

N

Modify the address record.

3 Preview the location on the map, if necessary.

NOTE: The Preview button refreshes the location of an address only if you have
changed the Latitude and/or Longitude fields.

4 Select Save to close the overlay and save the changes to the address record.
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To delete one or more address records

You can delete addresses from your Organization's master list of addresses. However,
Everbridge recommends you also remove the desired address records from your system of
record to ensure your next upload does not overwrite your changes.

1 Select the check box for the address record(s).
2 Click Delete.

3 Confirm the request to delete the record(s).

To view an address location on the map
1 Select View on Map link for the desired address.
2 Review the address details and the address location on the map.

3 Close the overlay.

To search for an address using the quick search field
1 Enterthe desired search string in the Search field.

2 Select the Search icon.
The application will search the Street Address, City, and Postal Code fields for address
records that contain the search string in any of those fields

To search for addresses using the Advance Search feature
1 Select the Advance Search link.

2 Select the desired fields to search and the search criteria for each field.

3 Click Search.

To set the geo-coding service

If you load non-geo-coded addresses into contact records or collect contact information via
the Member Portal, the Everbridge application can use one of two services for geo-coding
addresses:

0 Setto "Everbridge Service" if you want Everbridge to use its commercial geo-coding API
service.

0 Setto "My Point Address Info" if you want Everbridge to use your Published data for
geo-coding addresses; this application uses an exact match rule for geo-coding
addresses. In other words, every component (Street Address, City, State, and Postal
Code) of the address submitted via the API, Manager Portal, and Member Portal will be
compared to the corresponding address component in your Point Address data. The
submitted address will be geo-coded (the application assigns the Latitude and
Longitude to the address) if every component is an exact match. You can optionally
select to use the Everbridge Service if an address in the contact upload cannot be geo-
coded using Point Address data.
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Uploads

You can upload your master list of Point Addresses by means of a CSV file. You can
download the template from this page that contains the required column headers for your

Welcome Lucy Kapmoto (lucykagmoto) | Help & Support | Logout

Q

Access

file.
Documentation (Organization Admin) »
= brldge Dashboard
Settings @
Organization Member Portal Everbridge Open

¥ Organization

_ Refresh

Map Defaults

Contact Display Properties

My Shapes

Display Layers

~Point Address Data

Published

Uploads

Custom Map

» Manage Buildings

¥ Interactive Visibility

¥ Publishing Options

» Notifications

» Contacts and Groups

¥ Secure Messaging

b Peer-To-Peer Messaging

Point Address Data: Uploads

File Name

3.2 Point_Address_Data_LK1.csv

= Point_Address_Data_LK1.csv

(7]

Uploaded on Received Loaded

2016-01-24 18:09:57 PST 81 81

2015-06-05 13:45:26 PDT 81 81

View 1-2of 2

Upload Data Elements

The following table provides details about the column headings, from left to right, in the
PointAddressData-Template.csv file. The column headings must not be changed! If you use
your own spreadsheet, then ensure your column headings use the exact case-sensitive

spelling and spaces.

This feature is designed to enable you to achieve the level of precision you need for your
notifications. The Everbridge application will not verify the address records that you submit
are actual address locations. Since you define the Latitude and Longitude for an address, you
can determine the precision of the geo-point and the actual location of the geo-point.
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Field Required

Address Record ID Y

Street Address Y

Apt/Suite/Unit N

City Y

State/Province Y

Postal Code Y

Country Y

Comments

Client-defined unique identifier for the address record.
Maximum Length: 5o

Data Type: String

Cell cannot be empty

Value must be unique in file

NOTE: If two records have the same Address Record ID, then the first record
in the CSV file is loaded to the database. The second record is not loaded to
the database and is listed in the Errors tab.

Includes building number, predirectional, street name, street type, and post
directional

Maximum Length: 100

Data Type: String

Cell cannot be empty

Apartment, Suite, Unit, Floor, and so on

Maximum Length: 10

Data Type: String

City name

Maximum Length: 40

Data Type: String

For US addresses, jurisdiction name below county level
Cell cannot be empty

Administrative level below county level

Maximum Length: 40

Data Type: String

For US addresses, Everbridge recommends full State name, e.g., “California”
Cell cannot be empty

For US Addresses, ZIP Code or ZIP Code + 4

Maximum Length: 10

Data Type: String

Cell cannot be empty
Length 99999 or 99999-9999 or 999999999 if Country is “United States”
Full ISO country name

Maximum Length: 40
Data Type: String
Cell cannot be empty

Country name is in the ISO country list
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Field Required
Longitude Y
Latitude Y

Uploading a CSV File

Comments

Longitude value, including negative sign
Data Type: Precision

Not validated for client jurisdiction

Cell cannot be empty

Minimum Value: -180.0000000000
Maximum Value: 180.0000000000
Recommend Spherical Mercator projection
Latitude value

Data Type: Precision

Not validated for client jurisdiction

Cell cannot be empty

Minimum Value: -90.0000000000
Maximum Value: 90.0000000000

Recommend Spherical Mercator projection

Select the Upload to Portal button. The application displays the following:

113

Documentation (Organization Admin) b Weilcome Lucy Kaiimoto (lucykajimoto) | Help & Support | Logout -
R brl @D @ b = 22 ¢ £ aQ
riage Dashboard  Universe  Motifications  Incidents  Contacts Reports [EESITEEM  Access
Settings @
Organization Member Portal Everbridge Open
» Organization )
Point Address Data: Uploads o
.
Map Defaults
SpaT:  Upload to Portal L . Uploaded on Received Loaded
Contact Display Properties
2  Point_Ad{ Upload a Point Address File ed 2016-01-24 18:08:57 PST 81 81
My Shapes “fou can upload a .csv, tar.gz, or compressed (.zip) .csv file.
: 00 Point_agd 2 compressed fle must NOT contain foklers of mulliple other fies. m TS (EYGES R 5 -
Display Layers If your file is larger than 100 MB, use Secure FTP.

~Point Address Data

Published

Uploads

Custom Map

} Manage Buildings

Select a file

View 1-20of2

Important: This information will not be available for use until you
PUBLISH it. You can pubiish after successfully uploading

| Uploadto Portal || cCancel |

¥ Interactive Visibility

¥ Publishing Options

» Notifications

» Contacts and Groups

» Secure Messaging

» Peer-To-Peer Messaging
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Click the link: Select afile. Then, select the desired CSV file and click Upload to Portal button
at the bottom of the overlay.

Documentation (Organization Admin) b Welcome Lucy Kajimoto (lucykajimoto) | Help & Suppord | Logout -
scverbridge @ Bl = - ot a
- ¥ E Dashboard Universe Notifications Incidents Contacts Reports Access
Scttings @
Organization Member Portal Everbridge Open

» Organization .
Point Address Data: Uploads

_ | retesn | | upiadito Portal | | Downioad Tempiate |

Map Defaulis

File Nai Upload to Portal x

s Uploaded on Received Loaded
Contact Display Properties
m Point_Ad Upload a Point Address File ed 2016-01-24 18:09:57 PST 81 81
My Shapes “You can upload a csv, tar gz, or compressed ( zip) csv file.
Ip Point_Ad A compressed file must NOT contain folders or muitiple other files. m 2015-06-05 13:45:26 PDT 81 a1
Display Layers : If your file is larger than 100 MB, use Secure FTF.
e Select a file View 1-2of 2
Published 1: Point_Address_Data_LK1.csv o
Uploads
Custom Map
Important: This information will not be available for use until you
» Manage Buildings PUBLISH it. You can publish afler successfully uploading
¥ Interactive Visibility
¥ Publishing Options. -I-—Tﬂ-—-i\ Cancel

» Notifications.

» Contacts and Groups

» Secure Messaging

» Peer-To-Peer Messaging

Your upload is displayed on the Point Address Data: Uploads page. The application displays
the following information for each upload:

0 File Name (as submitted by the user)

0 Batch ID (system-generated)

0 Upload Status (In-Progress, Completed, or Failed)
0 Status (Published or Unpublished)

0 Uploaded on (date/time)

0  Received (number of rows)

0 Loaded (number of rows)
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Documentation (Organization Admin) » Welcome Lucy Kaiimolo (lucykaimoto) | Help & Supporl | Logout
2 brich @ o = s a,
riage Dashboard  Universe otifications  Incidents  Contacts  Reports Access
Settings @
Organization Member Portal | | Everbridge Open
» Organization .
Point Address Data: Uploads o
Map Defautts
File Name Batch 1D Upload Status Status Uploaded on Received Loaded
Contact Display Properties .
P2 Point_Address_Data_LK1.csv 6619722514498 1 progress 2016-01-24 18:18:25 PST 0 0
My Shapes
P2 Point_Address_Data_LK1.csv ABETET22514446 0 jeteg Published 2016-01-24 18:09:57 PST 81 81
Display Layers i 4
~Point Address Data [®  Point_Address_Data LK1 csv 6619722514438 Completed 2015-06-05 13:45:26 FDT 81 81
Published Page of 1] i v Wiew 1-30of3
Uploads
Custom Map.
» Manage Buildings
» Interactive Visibility
» Publishing Options
» Notifications
» Contacts and Groups
» Secure Messaging
» Peer-To-Peer Messaging
Click Refresh to update the status.
Documentation (Organization Admin) » Welcome Lucy Kajimoto (lucykaimoto) | Help & Suppor! | Logout
A o @ g 22 < a,
= riage Dashboard  Universe otifications  Incidents  Contacts  Reports Access
Settings @
Organization Member Portal | | Everbridge Open
» Organization
Point Address Data: Uploads o
Map Defautts
File Name Batch 1D Upload Status Status Uploaded on Received Loaded
Contact Display Properties ~
B Point_Address_Data_LK1 csv 2BB1ST22514445 Completed 2016-01-24 18:18:25 PST 81 81
My Shapes
P9  Point_Address_Data_LK1 csv 3551 ST2I5T4448 o sleted Published 2016-01-24 18:08:57 PST 81 a1
Display Layers i
~Point Address Data 9  Point_Address Data LK1 csv EE19TAS AN Completed 2015-06-05 13:45:26 POT 81 81
Published Page of 1] 10 b View 1-3 of 3
Uploads
Custom Map

» Manage Buildings

¥ Interactive Visibility

¥ Publishing Options

» Notifications

¥ Contacts and Groups

¥ Secure Messaging

» Peer-To-Peer Messaging
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NOTE: This information will not be available for use until you PUBLISH it. You can
publish after successfully uploading. To publish, see the procedure To view the Point
Address Data: Uploads Details, next.

To view the Point Address Data: Uploads Details

1 From the Point Address Data: Uploads page, click the Details icon.

Documentation (Organization Admin) » Weilcome Lucy Kajmoto (lucykajmoio) | Help & Support | Logout

: - @ ) -2 < =] a,
A brldge Dashboard Universe MNotifications Contacts Reports Settings Access
Settings €

Organization Member Portal Everbridge Open

» Organization

Point Address Data: Uploads Details (2]

Map Defaults

Contact Display Properties

Point_Address_Data_LK1.csv

Pubiish

You must Publish these addresses to use them. Only valid addresses

Upload Status
Total Records.
Publish Date
Upload Date

Completed
81

2016-01-24 18:09:57 PST

will be Published. Uploaded By Lucy Kajimoto
My Shapes
Valid(g1) Errors(0)
Display Layers
Record ID Country Street Address AptiSuite/Unit  City State/Province  Postal Code
~Point Address Data
4822626 United States 425 West Prospect Road Fort Colins co 80526
Fublished
4822627 United States 426 West Prospect Road Fort Colins co 80526
Uploads
4822628 Unitsd States 427 West Prospect Road Fort Colins co 80526
Custom Map
» Manage Buildings 4822629 United States 428 West Prospect Road Fort Colins co 80526
» Interactive Visibility 4822630 Unitsd States 420 West Prospect Road Fort Colins co 80526
» Publishing Options 4822631 United States 430 West Prospect Road Fort Colins co 80526
* Notifications. 4822632 United States 431 West Prospect Road Fort Colins co 80526
~EEEED T G 4822633 United States 432 West Prospect Road Fort Colins co 80526
» Secure Messaging
4822634 United States 433 West Prospect Road Fort Colins co 80526
» Peer-To-Peer Messaging
4822635 Unitsd States 434 West Prospect Road Fort Colins co 80526
Eage of9 e » ¥ PR i
1 The application lists the upload results in one of two sub-tabs on the page:

«  The“Valid(#)" tab displays a list of the records that passed all data validations tests.

e The “Errors(#)” tab displays a list of the records that failed one or more validation
tests. You can correct the data values that caused the errors before publishing the
upload, or you can correct the data errors in your upload file and upload the
corrected file.
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To use the valid addresses in your master list for geo-coding contact

addresses

1 Click Publish.
The confirmation dialog is displayed.

2 Click Yes.

Only valid addresses will be published. The “Published” button for the upload is replaced
by a “Re-Publish” button.

Documentation (Organization Admin) » Welcome Lucy Kaimoto (lucykajimoto) | Help & Support | Logout |8
A brid D @ - = F1 [ aQ
i riage Dashboard  Universe  MNotifications  Incidents  Contacts  Reports Access
Settings @
Organization Member Portal Everbridge Open
» Organization
Point Address Data: Uploads Details Upload Status Completed e
Point_Address_Data LK1.csv Total Records 81
Map Defaults | Re_Publish Publish Date 2016-01-24 18:12:31 PST
Upload Dats 2016-01-24 18:09:57 PST
Contact Display Propertiss Only valid addresses can be re-published (e Hs
Uploaded By Lucy Kajimoto
Ny Shapes
Valid{81) Errors(0)
Display Layers
Record ID Country Street Address Apt/SuiteiUnit  City State/Province  Postal Code
~ Point Address Data
4822626 United States 425 West Prospect Road Fort Coliins co 80526
Published
4822627 United States 426 West Prospect Road Fort Colins co 80526
Uploads
4822628 United States 427 West Prospect Road Fort Colins co 80526
Custom Map
» Manags Buildings 4827629 United States 428 West Prospect Road Fort Colins co 80526
¥ Interactive Visibility 4822630 United States 429 West Prospect Road Fort Colins co 80526
» Publishing Options 4822831 United States 430 West Prospect Road Fort Collins co 80526
¥ Notifications 4822632 United States 431 West Prospect Road Fort Collins co 80526
» Contacts and G
i 4822633 United States 432 West Prospect Road Fort Colins co 80526
» Secure Messaging
4827634 United States 433 West Prospect Road Fort Colins co 80526
» Peer-To-Peer Messaging
4822635 United States 434 West Prospect Road Fort Colins co 80526
Page of9es w10 x A anceas =

3 Returntothe Point Address Data: Uploads page by clicking Uploads from the navigation

pane.

SECUREBRIDGE USER GUIDE

CONFIDENTIAL



2

118 Appendix A — Organization Settings

Note the Status is "Published”. Once published, you can Re-Publish as needed.

Documentation (Organization Admin} ¥ Welcome Lucy Kajimoto (lucykajimoto) | Help & Support | Logout -
Ascverbridge @ by = 2 ¢ a
i " Dashboard Universe Notifications Incidents Contacts Reports Access
settings @
Organization Member Portal Everbridge Open

» Organization ;
Point Address Data: Uploads o

_ | Refrash | | Upload to Portal | | Downlosd Template

Map Defaults

File Name Batch 1D Upload Status Status Uploaded on Received Loaded

Contact Display Propertiss

B Point_Address_Data_LK1 csv 26B1ST22514445 Completed Published 2016-01-24 18:18:25 PST 81 81

My Shapes

S B Point_Address_Data_LK1 csv EE1ST22514445 Completed Published 2016-01-24 18:09:57 PST 81 81
isplay Layers

~Point Address Data P9  Point_Address_Data_LK1 csv A6E1ST2251443% Completed 2015-06-05 13:45:26 FDT 81 81
Published Page of 1] 10 v Wiew 1-30f3
Uploads

Custom Map

» Manage Buildings

¥ Interactive Visibility

¥ Publishing Options.

» Notifications

¥ Contacts and Groups

¥ Secure Messaging

» Peer-To-Peer Messaging
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Custom Map

This is an optional feature.

You can use a map from a remote base map server as one of the base map options available
to your users in addition to the base maps provided by Everbridge.

The following are the system requirements for Custom Maps:

0 Base map (no active layers and no map services)

0 Oftype XYZ or ArcGIS (ESRI ArcGIS Server 9.3 or newer)

0 Compatible with OpenLayers 2.0 framework

0 Accessible to the public via the Internet

0 Does not require username and password

0 Spherical Mercator projection to ensure map and contacts align in the map widget
NOTE: Your custom map must be a base map implemented using Spherical Mercator
(EPSG:900913) projection in order for the contact layers and shapes to be displayed

correctly; not a layer or layers on top of a base map. If you want to use "layers", then load
these into the Display Layers library. For details, see Display Layers on page 105.

Documentation (Organization Admin) » Welcome Lucy Kajmoto (lucykajimoto) | Help & Support | Logout
PN ; @ 2] fogh = 22 <« o a,
b brldge Dashboard Universe Notifications Incidents Contacts Reports Settings Access
Settings €
Organization Member Portal Everbridge Open
» Organization
Custom Maps o
_ Pelets D e Cuseniep
Map Defaults
Available Name
Contact Display Properties .
- v OpenCycleMap Preview

Iy Shapes

Map Preview: OpenCycleMap

Display Layers

19905 Ut
L]

~Point Address Data —

| |
|
F:
4
g
&

—wilson Avenue

09135 Jepad

LU
e
|

Published //

Uploads

Custom Map

» Manage Buildings / |
» Interactive Visibility | \ / |
» Publishing Options T— — _Broadway

1 | T ————— —8mag
K Methe
¥ Notifications / Chui

» Contacts and Groups | L /

» Secure Messaging

Franklin ba U

» Peer-To-Peer Messaging

e
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To add a custom map

1 Click the New Custom Map button to add or edit a custom map.
]
“Map Type XYZ v
Max Zoom Level 18 v
“Name
*URL
E Cancel
2 Inthe Map Type field, select the corresponding map type.
3 From the Max Zoom Level drop-down list, select the maximum zoom level for this
custom map.
4 Inthe Name field, type a name for this custom map.
5 Inthe URL field, enter the URL address of the custom map that you want to appear in
the list of maps in the Map Defaults page and the map widget in the Manager Portal.
6 Click OK.

If the integration of the map is successful, then you should see the map in the preview pane
in the lower part of the page. From the Custom Maps page, select the Available check box to
make your custom map available on the map widget and the Map Defaults page.

Documentation (Organization Admin) » Welcome Lucy Kaimoto (lucykaimolo) | Heip & Support | Logout
— | )
. @ e = Y e FOREE N
riage Dashboard Notifications  Incidents  Contacts  Reports  Scttings  Access
Select Contacts a You've selected 0 contaci(s)
Find Contacts Change map
Seasch © Google Maps
FEilier contacts
@ Bing Road
Highlighting contacts
@ ESRI Strects L
E wWilson Ave
#® OpenCydeMap =
P
o 8
= US Post Office
=] = - - (=]
E Broadway E Broadway E Broadway E Broadway E Broadway
= g 5 = g @ 2 3 o e
5 & g ] 2 = “ B4 3
il = 7 < = | =
Z Jewel City Bowl < 2
H T
- (=]
[
Diamond Honda
of Glendale
El a =
E Harvard St E Harvard St
Harvard St - A25 &
a4 =]
’dlale Central Library B = =
@ @
Orange Grove Ave Srange Grove Ave
= El Pollo Loco 11 »
Google - g Map data 2016 Gosgle. ; Tenmaf Use. - Benort a-map-emos
Privacy Termsof Use © 2016 Everbridge, Inc.
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When you select the custom map in the map widget (assuming it is not the default map), the
application displays your map to your users. The users in the map widget can toggle between

any of the available maps.

Documentation (Organization Admin) b

& S @ gd i=
Asev bridge Dashboard
Select Contacts 4 You've selecied 0 contaci({s)

Find Contacts Change map

Search @ Google Maps
Eter contacts

¢

® Bing Road
Highlighting contacts

Draw shapes
My Shapes O OpenCycleMap
Exclude Contacts (0}

Map Layers

@ ESRI Streets

i‘ |!| 4

Notifications Incidents

18315 12p9)

@

Welcome Lucy Kaimoto (lucykajimoto) | Help & Support | Logout

133415 Juoweg

Church
of God

> 1\‘ 1

“a
__Broadway_Broadwa
Methadist r—
(nwcri

G

Franklin

Harva ard street

\ a

Privacy Terms of Use @ 2018 Everbridge, Inc.

193)15 NasaA3

w
L4
[
Il

ﬂ_};ans ®p3)

[10101,24. 146072517554088
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Publishing Options

Everbridge offers the following Publishing Options for sending notifications to a gateway.
An option is visible here only if it is enabled for your organization.

Everbridge Network

Documentation (Organization Admin) »

Use this Publishing Option to post messages within the Everbridge client community. This
may be of benefit to you if you would like other Everbridge clients to be informed of an event
or incident affecting your organization.

When configured, the notification will be published to the organizations you have indicated.
Optionally, you can use a shape to specify the impacted area to your network.

Organization Identity

Welcome Lucy Kaimoto (lucykajmoto) | Help & Support | Logout

~Everbridge Network
Organization Idenfiy
Subscribe & Publish
»IPAWS
Alertus
Social Media
Hide Event Groups
Web Posting
¥ Notifications
» Contacts and Groups
¥ Secure Messaging

¥ Peer-To-Peer Messaging

A : o @ o 2 2 ¢ M A
bndge Dashboard  Universe  Notifications  Incidents Confacts Reports QECUINEE Access
Settings
Organization | | Member Portal | | Everbridge Open
» Organization - i
Network Effect - Organization Identity (7]
¥ Map Organization Name Documentaiton
Display of k
} Interactive Visibility pay otlogo
Category Corporate
~Publishing Options Area of Responsibility ® Nene () Upload shape () My Shapes

=3
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Subscribe & Publish

Documentafion (Organization Admin) Welcome Lucy Kaimoto (lucykajmola) | Help & Support | Logout o
B orbrid @ @ i = 2 ¢ KN
e i ge Dashboard  Universe  Nofifications  Incidents  Contacts  Reports QE=uulEE  Access
Settings @
Organization Member Portal Everbridge Open
» Organization Network Effect - Subscribe & Publish Settings (7]
+ Map Select Subscription Options
¥ Interactive Visibility Category
= Al
R e Only those in specific cateqories
wEverbridge Network Geography
® Allareas

Organeation ldenlty Qnly my crganization's addressies)
Subscribe & Publish

P IPAWS
Alertus
Social Media
Nide Event Groups
Web Posting

} Notifications

¥ Contacts and Groups

} Secure Messaging Publishing

“Your notification will be published to participating Everbridge Network organizatiens who subscribe to the Corporate category.
¥ Peer-To-Peer Messaging
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Documentafion (Organizafion Admin) b

Aoy rbridge

You can choose specific categories of organizations by selecting the radio button: Only
those in specific categories. Next, clicking the specific categories link launches the Select
Categories dialog (see the following example). Select one or more categories and click OK.

®

Dashboard ~ Universe  MNofifications

g

Incidents

2 ¢
Contacts  Reports

Welcome Lucy Kaimolo (lucykajmolo) | Help & Support | Logout i

Q

Access

Settings @

Organization Member Portal

¥ Organization
¥ Map
¥ Interactive Visibility

~ Publishing Options

wEverbridge Network
Qrganization Identity
Subscribe & Publish
F IPAWS
Alertus
Social Media
Nide Event Groups
‘Web Posting
} Notifications
¥ Contacts and Groups
¥ Secure Messaging

¥ Peer-To-Peer Messaging

Everbridge Open

Network Effect - Subscribe & Publish Settings

Select Subscription Options

Category
o Al

® Only these in specific cateqories

= City/State Government

Emergency Seniices
= Corporate

= Education

Healthcare

= Utiities
Geography

® Allareas

(J Only my organization's address(es)

Publishing

Your notification will be published to participating Everbridge Network organizations who subscribe to the Corporate category.

Select categories x

Subscribe your notifications to the organizations that are in certain categories.

v

el

v

e

Corporate
Education
Heafthcare

Utilities

# City/State Government

¥ Emergency Services

ﬁ‘ Cancel
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In addition, you can configure your network Subscribe & Publish settings. Click Save when
you have made changes.

Mo, bridge e

@ L) = s [
Uneverse Hetifications Incidents Comiacty Reports Scttings JUEEEY

~Evertuidge Ntwork - GoyState Gaversment
rganzasen Issreey . e

+ Comperate
Susacrbe & Fuskeh + Esueaton
e FpTr—

. Ut
et

Geography

Social Mta P

e Ever Gitoogrs

Dashbosed
Seatings
Crganizatien Memier Porta Crerbncge Cpen
+ Organization Netwark Effict - Subscribe & Publish Setrings
g Select Subscription Options
b itreactivn Veatity Category

Ll

W Cnky my ceganzaten's addressies)

Wb Pols Address Information
» Hotitizations o
+ Contacts and Growps Locion fime e
“Comntry [re— .
1 dncars iasy “Addreas 500 H Erans Bhl
(AR Ty — At SuiteUnit Seke 1000
city lerdale
Staterovince Catlorria B
Peatal Code 31201
Stlect Adderas et gt 3004 m8s st ot searchen o kcson ¥
“Langitude 118 26264013672
*Lasnude Py
L s lecdien on 3 map
-}
“Location Hame Home
“Comntry [re— .
“Asaran 20717 Waodasts Drve
AptSuite it
city Sanea Clarta
[ — Cattorria .
Bsatal Cod #1300
Select Adderas P gt a0 nfsematon ot sedrehin o kcston
“Langituds 118 spa3TITean0z
“Lassude 144511968504 141
i youe Krcaion on 4 map
©2dd acober addism
Publishing
Your cuhshed — aeparate catsgary.
Priey Temsoilse 2016 Evrbrie, e -
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IPAWS

IPAWS (Integrated Public Alert and Warning System) is a planned multi-agency emergency
population warning system in the United States, hosted by FEMA. The IPAWS channels are
available to agencies with valid COG IDs. The agencies can send messages to the public via

mobile phones, radio, and television.

0 Wireless Emergency Alerts (WEA)

0 Emergency Alert System (EAS)

0 Public Feed

0 COG-to-COG (CAPEXCH)

0 Non-Weather Emergency Messages (NWEM)

Certificate

Everbridge integrates with IPAWS channels. Everbridge applications use the clients’
credentials when it sends messages on behalf of the clients.

Organization

Everbridge Open

} Organization
¥ Map
¥ Interactive Visibility
¥ Everbridge Network
~IPAWS
Certificate
SAME Codes
Sender Agency Name
Defaufts
Alertus
Social Media
Nidle Event Groups
Web Posting
} Notifications
¥ Contacts and Groups
¥ Secure Messaging

} Peer-To-Peer Messaging

Certificate

Load the non-sensitive credentials provided to your crganization by FEMA. Please note that Everbridge employees will not ask you for your IPAWS credentials.

Last Modified Date: 2016-01-13 12:56:35 PST

Last Modified By:  Lucy Kajimote

Production Certificate

Digttal Certificate File

COGID

COG Alias

Test Certificate

Digttal Certificate File

COGID

COG Alias

| Choose File | Nofile chosen

| Choose File | Nofile chosen
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NOTE: When sending to the IPAWS publishing option, you do not select a list of

recipients, and the message recipients cannot confirm receipt or reply.

To fill in the fields on this page, select the corresponding link for the Production Certificate or
the Test Certificate: Choose File. Then, navigate to the file and double-click it. Next, type the
COG ID as provided to you by FEMA, and type a COG ID Alias. Click Save. Repeat if you want

to do the same for the other Certificate.

Welcome Lucy Kaimoto (Lucy_Pika) | Help & Support | Logout

> = n
@ ® g H— L [ [+ ] Q
Dashboard Universe Notifications Incidents Contacts Reports Setfings LIRS

settings @

Organization Member Portal

} Organization
¥ Map
¥ Interactive Visibility
} Everbridge Network
~IPAWS
Certificate
SAME Codes
Sender Agency Name
Defaults
Alertus
Social Media
Nixle Event Groups
‘Web Posting
* Notifications
b Contacts and Groups
¥ Secure Messaging

¥ Peer-To-Peer Messaging

Everbridge Open
Certificate
Load the non-sensitive credentials provided to your organization by FEMA. Please note that Everbridge employees will not ask you for your IPAWS credentials.
Last Modified Date:2016-01-11 12:23:42 PST

Last Modified By: Katherine Chu

Keystore Passcode

Production Certificate Get COG profie Private Key

Digital Cerfificate File Keystore Password

COGID

COG Alias | —
Test Certificate Get COG profie

Remove

Digital Certificate File
COGID
COG Alias

When needed, select the corresponding link for the Production Certificate or the Test
Certificate: Get COG profile. The Keystore Passcode dialog appears. Fill in the Private Key
and Keystore Password, then click OK. The system retrieves the COG Profile, displaying the

IPAWS information. Click OK (or Print, then OK).

The application converts all fields to read-only format and stores the three entries as one
record for the organization. The page displays the audit information: time stamp and full
name of the user who last updated the content of this page. This COG “common name”
value that FEMA sends in the email to alerting authorities is not currently needed when
sending notifications to IPAWS.

The current format of the COG Alias is "IPAWSOPEN_{COG_ID}". You should receive the
COG D in an email from FEMA when you are granted credentials to send messages to
IPAWS.
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An organization can load two sets of IPAWS credentials: one for Live and one for Test. If you
want multiple agencies to send IPAWS messages, and each agency has their own set of
credentials, then each agency needs their own organization. You are responsible for
maintaining the accuracy of your credentials. The application does not verify the accuracy of
the information loaded on this page.

To update, you must remove all credentials in order to edit any component. Click Remove.
Confirm the deletion and the values are purged.

You must load these non-sensitive credentials before attempting to send a notification to
IPAWS from within Everbridge Suite.
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SAME Codes

The SAME Code (Specific Area Message Encoding code) is a NOAA-provided code that
extends the 5-digit FIPS code to 6-digits by enabling the first digit (left-most) to be used to
identify a sub-geographical area in a county. The SAME code value must be 6-digits; for
example, 006037. The current list of SAME codes is available at:

http://www.nws.noaa.gov/nwr/coverage/county_coverage.html

An organization that uses IPAWS must include at least one SAME code. Only agencies with
permission to send messages to more than one county in a state will have more than one
value in the list. If the list is populated with more than one SAME code, the administrator can
sort the list as desired.

Documentation (Organization Admin) b Welcome Lucy Kajimolo (lucykajimoto) | Help & Support | Logout
'S . @ @ g = Y ¢ Pl o
brldge Dashboard Universe Notifications Incidents Contacts Reports B Access

settings @

Organization Member Portal Everbridge Open

» Organization

SAME Codes (7]

— Sequence Code Description

¥ Interactive Visibility @ Add

 Publishing Options

w Everbridge Network
Organization Identity
Subscribe & Publish

~IPAWS
Certificate
SAME Codes
Sender Agency Hame
Defaults

Alertus

Social Media

Nixe Event Groups

Web Posting

» Notifications
¥ Contacts and Groups
b Secure Messaging

» Peer-To-Peer Messaging

The SAME code field will be used in the message sent to IPAWS. The Geographical
Description enables the administrator to set a label for each code to assist other
administrators with troubleshooting.

Enter the SAME Code and its description. then click Add for each individual entry. If there are
multiple SAME codes, the administrator can click the up or down arrows to re-sequence the
list.
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Documentaion (Organizafion Admin) »

Appendix A — Organization Settings

Sender Agency Name

Administrators can enter one or more Sender Agency names. Type the Sender Agency
Name and click Add. If there are multiple Sender Agency names, the administrator can click
the up or down arrows to resequence the list.

Welcome Lucy Kajimolo (lucykajimoto) | Help & Suppori | Logout

~Publishing Options

~ Everbridge Network
Organization Identity
Subscribe & Publish
~IPAWS
Certificate
SAME Codes
Sender Agency Name
Defaults
Alertus
Social Media
Nide Event Groups
Web Posting
¥ Notifications.
} Cantacts and Groups.
} Secure Messaging

¥ Peer-To-Peer Messaging

| — @ @ o) = 2 ¢ T RS
o T ge Dashboard Universe Notifications Incidents Contacts Reports B Access
settings @
Organization Member Portal Everbridge Open
¥ Organization
Sender Agency Name (7]
R Sequence Sender Agency Name
¥ Interactive Visibility v [ 1 Sheriffs Dept
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Defaults

The administrator can hide fields on the IPAWS form, as needed. Initially, all fields are
exposed to the user on the notification form.

Daocumentation (Organizafion Admin) »

Welcome Lucy Kajimoto (lucykajimoto) | Help & Support | Logout
A cverbrid @ i i 2 ¢ N A
- il ge Dashboard Universe Notifications Incidents Contacts Reports Settings Access
Settings @
Organization Member Portal Everbridge Open
» Organization .
IPAWS Fields (7]
¥ Map Field Name Expose Default Value
¥ Interactive Visibility Category 7| Geo v

= Publishing Opfions Scope ¢ Public -

¥ Everbridge Network

Sender Agency Name e Sheriffs Dept v

~IPAWS Urgency v Immediate M
Certificate Severity r Extreme T
SAME Codes Certainty v Observed M
Sender Agency Name Expires in @ 1 v
Es Affected Region SAME code(s) ¢

Alertus

Social Media E

Nidle Event Groups
‘Web Posting
¥ Notifications
» Contacts and Groups
} Secure Messaging

» Peer-To-Peer Messaging

Clear the corresponding check box to hide a field. In addition, the administrator can
optionally select the Default Values for each field. This eliminates the probability of the user
entering incorrect values on the user form.
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Alertus

The Alertus Profile provides a way for personnel to relay important emergency alerts

through Alertus, an Everbridge Partner providing desktop alerts, alert beacons, and digital
signage.

On the Alertus side, there are steps you need to take. From Alertus, refer to the Alertus -
Everbridge Integration document for detailed instructions. The document explains how to:

o Allow the Everbridge Mass Notification application to communicate with the Alertus
Server.

0 Make a required configuration change to the Alertus Server.

0 Create one or more Alert Services that launch a notification in Everbridge Suite.

NOTE: Contact your Alertus consultant for help in designing Alertus profiles, address
modes, groups, and more.

After you have set up your Alertus configuration, you can create a new Alertus Profile in
Everbridge Suite.

To create a new Alertus launch configuration

1 From the Settings tab > Organization sub-tab, select Publishing Options > Alertus.
The Alertus Profile dialog appears.

2 Click Add.
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The Add Fields pane is displayed.

@ ®

Dashboard  Universe

(igh

Noftifications

Welcome Lucy Kajmolo (Lucy_Pika) | Help & Support | Logout
= 2 ¢ KN 4
Settings LTE-1E]

Incidents Contacts Reports

Settings @

Organization

} Organization
» Map
¥ Interactive Visibility

*Publishing Options

¥ Everbridge Network

FIPAWS

Alertus

Social Media

Nixle Event Groups

‘Web Posting

} Notifications

¥ Contacts and Groups

¥ Secure Messaging

¥ Peer-To-Peer Messaging

Member Portal

Everbridge Open

Alertus Profile

B Add

*Profile

*Address Mode Group

*Group

*Broadcast Duration

Name URL

Alertus Test

My Test

Losd

Group Profile

EB SOA ALARMLINK PROFILE P i |

EE Katherine Test ALARMLINK PROFILE P i |

3 Populate the fields as follows. All fields are required.

Field

Description

Name

URL

Enter the name that will be used to refer to this configuration in
Everbridge.

Enter your correct Alertus APl URL. This should be in the format:
http://[your Alertus Hostname or 1P]:8280/
alertusmw/services/
AlertusMiddlewareBasic?wsdl

Click “Load" after entering the URL to populate the fields below. If
you encounter problems, ensure that your server URL is correct and
that your Alertus server is network-accessible from the Everbridge
servers over the internet.

Profile

From the drop-down list, select the Alert Profile that will be used for
this alert.

NOTE: If you are using an Alertus product like Desktop Alert, but the
respective Alert Service is not included in the selected Alert Profile,
then this device will not be activated.

Address Mode

From the drop-down list, select All to add all active Alertus Devices to
the target list. (Select Group to only add certain Alertus Groups.)

Broadcast Duration

Enter the time, in minutes, that the alert should be active on Alertus.
The minimum is 2 minutes.
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4 Click Save.

5 Repeat steps 1-4 for each Alertus launch configuration you need.

To launch an Alertus alert as part of a notification, from the Notifications tab, select New
Notification. In the Publishing Options section, select the Alertus check box and select the
Alertus launch configuration you want to use from the drop-down list.
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Social Media

This is a premium feature.

Use this publishing option to post your notifications to your Twitter and/or Facebook

accounts.
City of Pika (Organization Admin) » Welcome Lucy Kaimoto (Lucy_Pika) | Help & Support | Logout
y brid @ ® g = 28 ¢ o2 Q
3 ri ge Dashboard Universe Notifications Incidents Contacts Reports Settings Access

Settings @

Organization Member Portal Everbridge Open

» Organization . .

Social Media Accounts (7]
» Map
W Sign in with Twitter I3 Login with Facebook

¥ Interactive Visibility

~ Publishing Options Channel Account Name Status Expiration Date

} Everbridge Network L J @EBS_QA

Unlink your Twitter account

P IPAWS I3 Settinas Ebs Q& Unlink your Facebook account

Alertus
Social Media
Hide: Event Groups
Web Posting
¥ Notifications
» Contacts and Groups
» Secure Messaging

» Peer-To-Peer Messaging

Privacy Termsof Use @& 2016 Everbridge, Inc.

0  Twitter—The Twitter account has no expiration. You can unlink the account at any time.

0 Facebook—A public Facebook account expires in 60 days and must be relinked. The
expired or unlinked Facebook accounts will display as gray text in the Settings. They will
not be available to your users in the Notification form. You can unlink the expired
account at any time.

In Facebook, you can post your messages to your Facebook wall and/or to Fan Pages
that you administer. At least one area must be select ed. There are no defaults. If you
have Fan Pages set up in Facebook, then expiration does not apply.

To sign in with Twitter or login with Facebook, see the following example dialogs you must
fill in to link the accounts.
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Select the desired social media button, then sign in.

L J Sign up for Twitter
Authorize Everbridge Twitter App
for QA1 to use your account? A

Everbridge Twitter App for
QA1

By Everbridge, inc

manager-ga1.everbridge net
Remember me - Forgot password?

ﬁ caneel

This application will be able to

Read Tweets from your timeline.

See who you follow. and follow new people.
Update your profile.

Post Tweets for you.

Access your direct messages.

Send notification to the twitter platiorm on
behalf of clients (internal

Will not be able to:

+ See your Twitter password

You can revoke access to any application at any time from the Applications tab of your Setiings page.

ittars Tarms of Sarvics. In p

facebook sww

Facebook Login

Email or Phone:
Password:
Keep me logged in
[EZTU0 or sign up for Facebook

Forgot your password?

English (US) Espaiol Francais (France) Si3Z(E[fk) =) Porugués (Brasil) haliano SH=2(H Deutsch Te=ar

SignUp  LogIn Messenger ~ Facebook Lite  Mabile Find Friends ~ Badges People  Pages Places
Games  Locations  About Create Ad Create Page  Developers  Careers Privacy ~Cookies  Ad Choices[>
Terms Help

Facebook © 2015
English (US
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To add an event group, click Create Nixle Group. Fill in the required Nixle Group Name and
optionally the other fields. If you want to use a keyword for opt-ins, select the Use Keyword
for Opt-ins check box, enter the keyword, and optionally select the check box to Add auto-
response (Follow-up SMS sent after the user opts in).

Dashboard

@

® o i= s ¢ ]
Universe  Notifications  Incidents  Contacts  Reports [EESTTNEY

Welcome Lucy Kaimolo (Lucy_Pia) | Help & Support | Logout |B

Q

Access

Settings @

Organization Member Portal

¥ Organization
» Map
¥ Interactive Visibility
» Everbridge Network
FIPAWS
Alertus
Social Media
Nixle Event Groups
Web Posting
¥ Notifications
¥ Contacts and Groups
» Secure Messaging

» Peer-To-Peer Messaging

Everbridge Open

Nixle Event Groups

| Delete | | [ Creste Nide Group ‘

Nixle Group Name Opt-in Keyword
c
Fel *Nixle Group Name: | ‘ [1]

Description:
= Only visible o you

Keyword:

# Use Keyword for Opt-ins

@ Add auto-response (Followi-up SMS sent after the user optsin)
Ask New Subscribers for their ZIP Code:
Message

Thanks for signing up!

138 charscters max, 116 left
Auto-Response Preview:
Bugfest_Agency: Thanks for signing up!

WOTE : Keywiords allow contacts 1o opt into this group from their mobile
phone. If no keyword is set, contacts will not be able to opt-in.

o N

Nixle Contacts

0

0

0

View 1-100f 10
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Web Posting

To initiate notifications to partner systems or client-side web sites, you can provide one or
more URLs. As needed, provide a corresponding username and password for each URL.
When sending your notifications, you can select Web Posting as a publishing option and then
select the check box for the specific URLs.

‘Documentation (Organization Admin) » ‘Weilcome Lucy Kaimoto (lucykaimoto) | Help & Support | Logout
A . @D (2] L] = a2 ) Fo Q

bridge Dashboard  Universe  Notifications  Incidents  Contacts  Reports [T Access
Settings @

Organization Member Portal

» Organization
» Map
¥ Interactive Visibility
+ Everbridge Network
»IPAWS
Alertus
Social Media
Nixle Event Groups
Web Posting
+ Notifications
+ Contacts and Groups
» Secure Messaging

+ Peer-To-Peer Messaging

Everbridge Open

Web Posting Settings
0 ~dd
*URL
* Display Mame

Username

Password
Cancel
URL

hitps:/vaww. socialtunnel net'sendalizby=everbridge

hitps: v z Tby=everbridge

hitps: /v, sociatunnel netsendwitter 7by=everbridge

Display Name

Facebook Only

Twritter Only

Username

Password

NOTE: Since each implementation is unique, it is recommended that you work with your
IT department to ensure proper configuration of the Web Posting feature.

Customer Web Service Requirements

The Customer Web Service receives the HTTP POST notification from the Everbridge

system.

In order to set up the Customer Web Service to receive Everbridge notifications, the web
service must meet the following requirements:

1 The web service must exist and be reachable from the Internet.

2 Theweb service endpoint must accept an HTTP POST of content type "application/json"
with a JSON encoded body.

3 The web service may use HTTP Basic Authentication.

4 The web service may use SSL/HTTPS.
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5 The web service must respond with a valid HTTP status code as an acknowledgment for
successful or unsuccessful receipt of the Notification.

NOTE: Response codes returned by external web services are logged by Everbridge
for troubleshooting purposes. They are not currently reflected in the Notification
reports in the Everbridge Notification Reports through the Manager Portal.

Everbridge Notification Format

An Everbridge notification sent to the web service endpoint will be JSON-encoded and will

have the properties shown in the following sample message.
{"title” : "Notification Title", "body" : "Notification Body", *"fileAttachments" : "}

NOTE: fileAttachments will not yet produce the Notification Attachment. This
functionality is coming soon.

JSON parsers are available for most programming languages. Your web service endpoint
should parse the above message. After parsing the message, you can perform whatever
logic you desire using the properties of the message.

Everbridge Configuration

Once the web service endpoint is working as discussed, you can configure the service in your
Everbridge settings.

1 Select Organization >Publishing Options >Web Posting in the Everbridge web interface.
2 Click Add on the right-hand side under Web Posting Settings.
3 Input the following values:

a URL: The URL to which you want to POST an Everbridge Notification.

NOTE: The URL must be accessible by the Internet.

b Display Name: The name this URL POST should have in the Everbridge Ul when
creating a Notification.

¢ Username: IF the URL requires HTTP BASIC Authentication, the username for the

URL.
d Password: IF the URL requires HTTP BASIC Authentication, the password for the
URL.
4 Click Save.

Having followed these steps, you will see the value you set in "Display Name" when you
select the "Web Posting" check box during notification creation. Selecting the option will
send a message to your web service.
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Stopping or Expiring a Web Posting Notification

Customers using the Web Posting Notification feature currently have two options to stop or
expire a Notification:

o Develop logic on the Customer Web Service to remove or replace a Notification based
on your own business requirements (for example, elapsed time, updated HTTP POST,
and so forth).

0 Develop a web service call to Everbridge's REST API for Notification Configuration
element in order to determine if the Notification Title is listed as an active notification.
This call can be executed at an interval of your choosing, but not recommended at less
than 5 minutes from the time of receipt of the original HTTP POST.
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Notifications

The Notifications settings allow you to directly configure many default options within the
Everbridge Suite system. It provides immediate access to the Organization settings so that
you can adjust them specifically to your organization’s preferences.

NOTE: The Notifications settings are also available from the Account level. The following
are the same as described for the Organization level: Notifications > Default Options,
Notifications > Sender Information, Notifications > Delivery Methods, and Notifications >
Broadcast Throttling.

Default Options

Configuring the most commonly used settings as the default options reduces the chances of
human error while sending the notification.

Enter your default settings for the options available and click Save when you are done.

When you are sending a notification, you can change these settings if needed.
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Documentation (Organization Admin)

Welcome Lucy Kajimoto (lucykaimoto) | Help & Support | Logout

} Organization
» Map
¥ Interactive Visibility

» Publishing Options

~ Notifications
Default Options
Sender Information
Delivery Methods
Broadcast Throtting
Conference Bridges
Phone - Voice Greeting
Email - Header & Footer
¥ Contacts and Groups
¥ Secure Messaging

» Peer-To-Peer Messaging

= n
B o brid @ @ .y i= - ¢ & [N
i rage Dashboard  Universe  Notifications  Incidents  Contacts  Reports [ECSUINEN  Access
Settings @
Organization Member Portal | | Everbridge Open

Default Options @

Notifications

Notification Language English (US) v
Voice Delivery PIN & (1232 410 digits
Confirmation Requested Yes

= No
Voicemail Preference @ Message Only Mo Message
Broadcast Cycles 0 Maximum

1 Defautt
Broadcast Duration 1 hr(s)
Interval Between Cycles 0 v minis)
Interval Between Delivery Methods 0 v min(s)
Delivery Order Contact Preferred v
Notification Escalations « Incident Management

« Mass Notification

Allow Separate Email Content o ves
No
Launch Notifications by Phone i Incident Management

« Mass Notification

Scenario Manager « Incident Ianagement

ContactBridge

@ Allow my contacts to share messages with their extended network
Message Sharing
< Default message sharing to ON

To contacts
Send secure push messages:
# To Secure Messaging apps

Member Scheduling @ Enable Schedule Seff Service for Avalabilty and Replacement
Safety % Enable safety features in ConlactBridge o
< Checkin

« SOS and Safe Corridor
Safe Corridor Check In Interval
5 Min

) Allow user-specified custom interval

g

Privacy TermsofUse ® 2016 Everbridge, [nc.

« Notification Language-Use this option to include the language-appropriate text or
voice prompts in each message. The Language setting is also used to convert your
message text into an audio message for notifications sent to voice path. Your users
can select another language when preparing a new notification. (Note: The
language setting does not translate the text. You must enter the text in the correct
language.)

«  Voice Delivery PIN-Use this option to ensure your notifications sent to a phone
path are only heard by an authorized recipient. Select the check box and entera PIN
(4-10 digits). Distribute the PIN to your contacts before sending a voice notification.
When you recipients receive a voice call, they will first be prompted to enter the PIN
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before the Everbridge application will play the message. Your message senders can
disable this option when preparing a notification if they do not want message
recipients prompted for a PIN code.

Confirmation Requested-Use this option to request a confirmation of receipt from
your message recipients. For example, in a notification sent to an email address,
Everbridge will include a hyperlink for the users to confirm receipt of the message.
In a voice message, users are prompted to press a key. The Notification Report
reflects who confirmed receipt of your notification.

Voice Mail Preference-Use this option to instruct the Everbridge application how to
behave if it encounters voice mail when attempting to deliver a voice notification.
You can select whether to end the call (No Message), leave the message (Message
Only), or leave the message along with call-back information for confirming receipt
(Message with Confirmation).

Broadcast Cycles-Use this option to set the number of times the Everbridge
application should attempt to notify your contacts. In "Maximum", enter the
highest number of cycles your users can use; they will not be able to change this
value when preparing a notification. In "Default" enter a default value for all new
notifications; your users will be able to change this value before they send the
notification. For example, if you send a notification to contacts who have four
devices in their contact record and the Broadcast Cycles is set to "2", then the
Everbridge application attempts to send the notification twice to all devices
assuming the contact has not already confirmed receipt.

Broadcast Duration-Use this option to control for how long the Everbridge
application should attempt to notify your contacts and for how long your contacts
have for confirming receipt of your notification. Ensure the duration is long enough
to send all of the messages. If you have a high number of contacts to whom to send
messages and the duration is too short, the notification might not go to all contacts.

Interval Between Cycles-Use this option to control how long the system waits
before trying the next cycle. If you use "o" (zero), the next cycle begins immediately
after the previous cycle.

Interval Between Delivery Methods-Use this option to control how long the
system waits before moving on to the next delivery method for a contact. For
example, if the contact has four delivery methods, then this is the length of time (in
minutes) the system waits before sending the notification to the next delivery
method. If the contact confirms one path, then system will not attempt a

notification to the subsequent paths. If you use "o0" (zero), then the system tries to
send the notification to all devices as quickly as possible.

Delivery Order-Use this option to select the order of the delivery methods used for
the notification.

— Organization Default—The order specified in Settings > Organization >
Notifications > Delivery Methods at the Organization level. This option will
override the delivery method order specified in the contact record.

— Account Default—The order specified in Settings > Organization >
Notifications > Delivery Methods at the Account level. This setting overrides
the delivery method order specified in the contact record.

— Contact Preferred—The order specified in each contact's record.
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— One-Time Custom—Define the delivery method order for this single
notification; this option overrides all other delivery method orders.

0 Notification Escalations—Use this option to allow users to define an escalation policy
within a notification under Notifications or Incidents.

0 Allow Separate Email Content—Use this feature to allow your users to include a
separate message for email notifications using a rich text formatting tool. Users will be
able to also use a separate plain text message for SMS text, fax, pagers, and text-to-
speech.

o Launch Notifications by Phone—Use this feature to allow your users to launch
notifications by phone for Incident Management and/or Mass Notification.

0 Scenario Manager—Use this option for Incident Management.
0 ContactBridge

«  Message Sharing—Use this feature to allow your contacts to share notifications
you send with their extended network. Optionally, toggle default notification
sharing OFF.

+  Secure Push messages to contacts—Use this feature to send secure push
messages to contacts. When the check box is selected, enter the customer-
provided Push URL, Username, and Password to send secure push messages to
contacts who have ContactBridge as their delivery path.

+ Secure Push messages to Secure Messaging Apps—Use this feature to send
secure push messages to Secure Messaging Apps.

«  Member Scheduling—Use this feature to enable your contacts to manage their
availability on the Organization's calendars via the mobile application.

«  Safety—Use this feature to enable the Safety feature in ContactBridge. Select at
least one: SOS and Safe Corridor and/or Check In. If you select SOS and Safe
Corridor, set the number of minutes to check in. Also select the check box to allow
the user to specify a custom duration, where the members can create their own
custom intervals from the app.
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Sender Information

This feature is required.

The Sender Information is used for notifications sent to email and phone delivery methods.

Use

these features to identify yourself as the message sender to your notification recipients.

This allows you to obtain better confirmation rates. Click Save after configuring your Sender

Information.
Documentation (Qrganization Admin) Welcome Lucy Kajimoto (lucykajimoto) | Help & Support | Logout
() = h
e erbridge 2 2o A thEAl
g Dashboard  Universe  Notifications  Incidents  Contacts  Reports [EGGULVCE Access
Settings @
Organization = Member Portal | | Everbridge Open
» Organization i
Sender Information (2]
» Map Sender E-Mail Display  rod Jemmon@gmail.com Edit
} Interactive Visibility Default Country Caller ID
e —— . 5 United States 3185001258 £
ender Caller Inmarsat (Ships At Sea) 81231234 £
Select Country v a

Default Options
Permission

(-

Sender Information
Delivery Methods
Broadcast Throttling
Conference Bridges
Phone - Voice Greeting
Email - Header & Footer

¥ Contacts and Groups

¥ Secure Messaging

» Peer-To-Peer Messaging

| Allow notification sender to edit sender email and sender caller ID

Sender E-mail Display—Use this feature to display a name or email address your
message recipients will see in the "From" field when your email notification arrives in
their email inboxes. Set the Sender Email Address to a value that will motivate your
recipients to open your email as soon as possible. The identifier can be a label such as
"Security Desk", "City Police Department", or "Office of the President", or an email
address such as securitydesk@email.com, citypd@city.gov, or
president@corporate.com. To set the Sender E?Mail Display, click Edit, type the
identifier, and click Save.

Sender Caller ID—Use this feature for notifications sent to voice paths to display as the
Caller ID when the recipient receives the call.

Default—If you add more than one Caller ID, then choose which one will be the
default Caller ID. If a call is placed to a country that does not have a defined Caller
ID, then the application will use the default Caller ID.

Country—Select the country corresponding to the Caller ID.

Caller ID—Enter the full phone number corresponding to the Country.
Click the Pencil icon in the row of the Caller ID you want to edit.
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0

Delivery Methods

This is a required feature.

Click the Trash Bin in the row of the Caller ID you want to delete.

Permission—Select the check box if you want the notification sender to edit the sender
information when preparing a new notification.

You must add one or more delivery methods for sending notifications to your contacts. You
can view the various delivery methods (Code) by selecting them from the drop-down list

Documentation (Organization Admin) »

Welcome Lucy Kajmoto (lucykajimoto) | Help & Support | Logout

delivery method for their notifications.

(s n
- ® © O o KN
» r ge Dashboard Universe  Notifications Incidents Reports Settings [ELT==21
Settings @
Organization Member Portal Everbridge Open
¥ Organization Delivery Methods (7]
¥ Map Sequence Default Code Prompt
- e E-Mail Address 1 Work Email
F Interactive Visibility ! /8
vj(a) 2 | Mobile Push Alert HipaaBridge Fai|
» Publishing Options
*|[s] 3 Phone 1 Work Phone Falil
 Notifications
(s 4 SMS 1 Text Message P
Defaull Oplions I8l 5 [ AP Pager PR
E-Mai Address 3
Sender Information + 8 Exlension Phone 2 Home Email £ 0
Extension Phone 3
Delivery Methods A7 Extension Phone 4 TTY 1 £ i
Extension Phone 5
Broadeast Throtting =8 Fax2 Fax1 s a
9 Fand Exd Phone 1 £ 0
-l 9 ension Phone
Conference Bridges OneEridge App
s 10 Phons 2 Numeric Pager Falil
Phone 3
Phone - Vioice Greeting Phone 4
e A1 Fhone s SMS 1-Way £
mail - Header & Footer
DRy Fhone & Plain Tex 1-Way £ i
SMS 2
¥ Contacts and Groups iy T2 Plain Texd 2 Way PR
TTY3
¥ Secure Messaging Select Code v ‘ (] 0 Add
» Peer-To-Peer Messaging
Privacy Termsof Use @& 2015 Everbridge, Inc.
You can:
0 Select from any of the available delivery methods.
0 Assign a custom name for each delivery method, so your users can select the correct

The different delivery methods require different types of input when you add a contact.
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Delivery Method

Advanced Configuration

Recipient’s Message Format

Recipient Confirms by:

Email Address #

N/A

Content of Body field or Email Only
field in the notification form

Clicking the link: “Please click here to
acknowledge receipt of this
message.”

Extension Phone #

Click the Advanced link to
change the default Wait
time from 3 seconds.

Audio message

Pressing “1” after listening to the
message or using the callback
information to dial phone number
and enter message ID.

Fax # N/A Content of the Body field in the Calling the phone number provided
notification form on the fax and entering the PIN
provided on the fax.
Mobile Push Alert N/A The content of the Body field is Using the REPLY feature in the app.
displayed in the message field and
the content of the Email Only field is
an attachment to the message
Numeric Pager N/A Audio message only Calling the phone number provided
and entering the PIN.
OneBridge App N/A Content of the Body as a push N/A
notification. Content and Body in the
notification.
One Way SMS N/A Content of the Body field in the Calling the phone number provided
notification and entering the message ID.
Phone Click the Advanced linkto  Audio message only Pressing “1” after listening to the

change the default Wait
time from 3 seconds.

message or using the callback
information to dial phone number
and enter message ID.

Plain Text Email 1-Way N/A Content of the Body field in the Dialing the callback number provided
notification and entering the message ID.

Plain Text Email 2-Way N/A Content of the Body field in the Using the REPLY feature in the
notification device.

SMS N/A Content of the Body field in the Using the device’s REPLY feature.
notification

TAP Pager N/A Content of the Body field in the Dialing the callback number provided
notification and entering the message ID.

TTY N/A Content of the Body field in the Dialing the callback number provided

notification

and entering the message ID.

o Define the Organization sequence of the delivery methods by moving the delivery
methods in the list using the Up and Down arrows located on the left?hand side of each

path code.

0 Select the DEFAULT check box for the delivery methods you want pre-selected when a
user creates a notification. The notification sender can change the delivery methods for
the notification, but setting the defaults for the most common delivery methods saves
time and helps to eliminate mistakes.

0 Usethe Pencil icon to edit the Prompt value or the Advanced Configuration of a delivery

method.
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o After making changes, click the Save icon to keep your changes or the Cancel icon if you
do not want to keep your changes.

0 Delete a method by clicking the Trash Bin icon in the desired row. Confirm the deletion.
(Be careful that this delivery method has not been used in a template or recurring
notification.)

0 Theinformation is removed from the contact record, but the contact can add it again if
needed. In addition, to delete a delivery method using the CSV file, the specific field and
all of its corresponding fields must be empty. If so, then the Delivery Method is removed
from the contact record. However, if any field still has content, then no changes occur in
the contact record. For details about the delivery methods, see Data Dictionary
Overview on page 249.
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Broadcast Throttling

This is an optional feature.

When you start a notification, Everbridge will try to deliver the message as quickly as
possible. If you are sending phone calls, then it is possible that the system receiving the calls
will not be able to handle all the phone calls simultaneously. For example, a notification
might place 200 calls to an office location with a PBX phone system that can only accept 125
calls at a time.

Use this feature to control the number of simultaneous phone calls made to your jurisdiction
or to your locations. For example, if the PBX or the central office can handle only 125 calls,
then you could set the maximum simultaneous phone calls to 100. In this case, the
notification is sent to the first 100 calls, and not to the entire 200. It will not send another call
until one of the first 100 has ended.

To control the number of simultaneous calls, set up rules based on the dialed number. For
example, the PBX at your office starts with the phone number 818230 and might only be able
to handle 150 calls at a time. Define a rule to limit the maximum simultaneous calls to that
PBXto 125.

You can have different rules for different locations. You can also have a default limit for calls
that do not match any of the rules.

To define a rule, start by giving it a Rule Name. Then select the country in which the dialed
numbers are located. Type the Throttling Pattern for this rule. If the phone number to be
dialed for the contact matches this pattern, the rule will be used. Using the example above,
the Throttling Pattern would be 818230 and the Max Simultaneous Calls 125. Click Add.
Repeat this process for any additional rules. When done, click Save.
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Organization Member Portal

¥ Organization

¥ Map

¥ Interactive Visibility

» Publishing Options

Default Options
Sender Information
Delivery Metheds
Broadcast Throttling
Conference Bridges
Phene - Voice Greeting
Email - Header & Footer
¥ Contacts and Groups
¥ Secure Messaging

¥ Peer-To-Peer Messaging

Everbridge Open

Broadcast Throttling (7]

Preferences
Any change made to preferences will not be applied to already initiated notifications. (scheduled or template)

Apply to all notfications
Require on all notifications
Show rules to notification initiater

—J

Throttling Rules
Threttling rule change wil apply to all notifications

Maximum number of active simultaneous calls that are not defined by the rules below | Mo limit Edit

Rule Name Country Throttling Pattern gl;:I(ESImullaneous

Glendale Office United States 818230 125 Fail

Burlington Office United States 781859 100 Fali|
Select Country v O Add

Click the Pencil icon to edit a rule. Make your changes and click the Save icon. Or, click the
Cancel icon to keep the original values. Click the Trash Bin to delete a rule. Confirm the
deletion.

You can set a maximum to be used if the dialed number does not match any of the rules. By
default, there is no limit to the number of simultaneous calls if a throttling rule is not
matched. To set a maximum number of calls, click Edit. Type the maximum number of calls
in the text box and click Save.

When you make changes to throttling rules, the new values are used the next time a
notification is sent, including any notification templates and scheduled messages.

In the Preferences section of Broadcast Throttling, you can configure how the throttling
rules are to be used in a notification.
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If all the check boxes are clear, then the throttling rules are not available to be used in a

notification.

Settings Edit

*Sender E-Mail Display:
*Sender caller 1D:
Delivery Order:

* Delivery methods:

ContactBridge Settings:

Apply voice delivery throttling rules:

Broadcast duration:

Contact cycles:

Interval between cycles:

Interval between delivery methods:
Voice delivery PIN :

Voice mail preference:

Confirm:

Language:

rod.lemmon@gmail.com
View

Contact Preferred

Work Email
HipaaBridge
No

1hris)

1

Omin(s)
Omin(s)

No

No Message
Yes

English (US)

If the check box: Apply to all notifications is selected, but the check box: Require on all
notifications is clear, then the throttling rules are applied by default. However, the
notification sender can disable the throttling rules for a notification by clearing the
check box: Apply voice delivery throttling rules in the Notification Settings pane.

Apply voice delivery throttling rules: Yes

\ | Apply voice delivery throttling rules for this notification

0

If the check box: Require on all notifications is selected, then the throttling rules are
applied by default and the notification sender cannot turn them off. See the following
example Notification Settings pane.

Apply voice delivery throttiing rules: Ves

\ + Bpply voice delivery throttiing rules for this notfication

0

If the check box: Show rules to notification initiator is selected, then the notification
sender can view the rules by clicking View Rules in the Notification Settings pane.

ARDIY warkce delivery theottiing ruses:

Mazimum qu of active simelanecus calls thal are nol defined by the rules belowr No limit
Max Simultaneous Cals

Fisle Name Country

When you make changes to preferences, they apply to new notifications. They will not affect
any templates or scheduled messages you have already configured.
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Conference Bridges

Documentation (Organizafion Admin) b

This is an optional feature.

You can use the Everbridge-provided conference bridges for your Conference notifications,
or you can define your custom Conference bridges. (Additionally, you can create your own

conference bridges that do not use access codes. See Smart Conference Bridges on page 289
of the Incident Management User Guide.)

NOTE: The Organization’s Settings tab offers Conference Bridges. The Account’s
Settings tab does not offer Conference Bridges.

Welcome Lucy Kajimoto (lucykajimoto) | Help & Support | Logout

Delivery Methods

Broadcast Throting

Conference Bridges

Phone - Voice Greeting

Email - Header & Footer

» Contacts and Groups

b Secure Messaging

b Peer-To-Peer Messaging

Select Country v

L3
Help me to create an access code string ®

Conference Wizard

Waitfor seconds

Dial # or 0-9

Access Code (A)

: — 1Y
=SBV i ge Dashboard  Universe  Nofifications  Incidents  Contacts Reports [QEISi0EE Access
Settings
Organization Member Portal Everbridge Open
» Organization
Conference Bridges (7]
— Bridge Name Country Conference Number Conference Access Code  Last Modified By Last Modified Date
P Interactive Visibility Everbridge Conference Bri ~ United States 7124321574 1963152 i}
doge 1
DRI Everbridge Conference Bl Unfied States 7124321674 1963162 i
dge 2
Everbridge Conference Bri  United States 7124321574 1963172 i}
Default Options dge 3
Everbridge Conference Bri  United States 7124321574 1963182 i
Sender Information dge 4
Wizard O Add

Access Code Steps

1 v =

0 v

BEb [« [»]

=

“ Cancel

To add a custom conference bridge

1 Bridge Name—Enter the desired name for the bridge; this is the name your users will
see in the list of conference bridges when preparing a notification.

2 Country—Select the country that corresponds to the location of the conference service,
so the Everbridge application knows how to connect to the service.

3 Conference Number—Enter the phone number; do not include the country calling;
enter the phone number in international format, that is, as if the number was being
called from outside the selected country.
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Wizard—Use the wizard to either enter the Access Code and/or the instructions for

navigating the conference service menu. For instance, the conference service may

require pauses and special key presses to connect the recipient to the bridge.

Example:

Assume there is a 1-second pause after you dial the conference service phone number

before you hear the prompts for the menu. The conference service prompts the caller to

enter the access code followed by the "#" key. The conference service then prompts the

caller to confirm the access code by pressing "1". Also, assume the conference access

code is "9009". Use the following steps to add the complete access code and dialing

instructions.

a Wait for seconds—Click ">>" to enter a "1" in the Access Code Steps box (this is the
pause you experience after you dial the conference service phone number and
before you hear the prompt to enter the access code).

| Help me to create an access code string x

Conference Wizard Access Code Steps

Wait for seconds | 1 =] 1. wiait for 1 second(s) -
Dial# or 0-9 1 v |[=
(i}

Access Code (A) ==

Cancel

—

b  Access Code (A)—Enter goog and click ">>" to add the Access Code to the Access
Code Steps box.

Help me to create an access code string x

Conference Wizard Access Code Steps

== 1. wait for 1 secondi(s)
2. Dial access code 9009

Dial # or 0-8 9 vl
i}

‘Wait for seconds 1 v

Access Code (A) 9009 ==

Cancel

p—

c Dial # or 0-9—Select "#" from the list and click ">>" to add this character to the
Access Code Steps box.

Help me to create an access code string x

Conference Wizard

‘Wait for seconds

Dial # or 0-2

1

Access Code Steps

1. watt for 1 second(s)
2. Dial access code 9009
3. Dial #

Access Code (A) 9009 >

(—

Cancel

d If needed, change the order of the steps by selecting a step and pressing the Up or
Down arrows.

e Ifneeded, click the Trash Bin to delete a step and start again.

Click OK to save your access code string and close the pop-up box.
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Click the “Add” link for your new Conference Bridge entry to save the new record.

Documentation (Organization Admin) » Welcome Lucy Kajmolo (lucykajmoto) | Help & Supporl | Logout  [id
Aovorbrid @ @ 0 = @ € Q
r ri ge Dashboard Universe Notifications Incidents Contacts Reports Access
settings )
Organization Member Portal Everbridge Open
} Organization .
Conf Bridges (7]
B Cont A Last Modified  Last Modified
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Your users will now be able to select this conference bridge for the Conference
notifications.

Documentation (Organization Admin) b Welcome Lucy Kajmolo (lucykajmota) | Help & Support | Logout B8
- ® b = - ¢ -l A
& riage Dashboard  Universe  Nofifications  Incidents  Contacts  Reports JCCUAEE  Access
Settings @
Organization Member Portal Everbridge Open
} Organization .
Conf Bridges
» Map " o
Bridge Name T Conference Number Conference Access hzst Modified LD::; Modified

¥ Interactive Visibility

Conference Bridges
Phene - Voice Greeting
Email - Header & Footer

} Contacts and Groups

b Secure Messaging

b Peer-To-Peer Messaging

Everbridge Conference Bridge ~ United States 7124321574 1963152 i
¥ Publishing Options !
Everbridge Conference Bridge ~ United States 7124321574 1963162 1
 Notifications 2
Default Options EJarbndge Conference Bridge  United States 7124321574 1963172 i}
Sender Information Everbridge Conference Bridge United States 7124321574 1963182 i ]
2
Delivery Methods .
Custom Conference Bridge United States 8182309732 9009 Lucy Kajimoto JERHC 7@
Broadcast Throtling
Select Country v Wizard 0 Add

Privacy TermsofUse @ 2016 Everbridge. Inc

To remove a bridge that you have added, click the Trash Bin in its row. You can delete a
bridge if you do not want your notification senders to have it available. Confirm the deletion.
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Phone - Voice Greeting

This is an optional feature.

The Everbridge application automatically plays a greeting file before delivering your
notification to phone delivery methods. Everbridge provides a default greeting for
Priority or Non-Priority messages in each of the languages listed in the Languages list
of the Notification Settings pane.

NOTE: The Organization’s Settings tab offers a Phone - Voice Greeting. The Account'’s
Settings tab does not offer the Greetings Library.
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You can add a custom greeting using one of the available options:

0 Use Everbridge recorder—You can use the microphone on your device to record a voice
file.

0 Use atelephone—You can follow the instructions provided on the screen to call the
Everbridge service to record a voice file.

o Upload a file—You can follow the on-screen instructions to upload a file from your
computing resource. Everbridge uses a file with 8K Hz 8 bit mono mu?Law, or
uncompressed PCM WAV in order to play the audio file during the phone call.
Everbridge can also convert the following file formats:

« 8KHz8DbitPCM
« 8KHz16 bitPCM

SECUREBRIDGE USER GUIDE CONFIDENTIAL



2

156 Appendix A — Organization Settings

e 8KHzy4bit ADPCM
« 8KHzGSMo6.10

e 8KHzmu-Law
11K Hz 8 bit PCM

« 11K Hz 16 bit PCM

« 11K Hz 4 bit ADPCM
» 11KHz GSMo6.10

e 11k Hz mu-Law
Click Save when you have set a greeting.

At any time, you can use the default greeting with the Everbridge default greeting by
selecting the radio button: Use default greeting under either Greeting Message (Non?
Priority or Priority).
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You can insert a custom header and footer to your notifications sent via email using the
Email Address 1, Email Address 2, or Email Address 3 delivery methods. If you use this
feature, then the Everbridge application will insert this custom content into all email
notifications, and your users do not have the option to view, edit, or disable this feature in

the notification form.

When you send a message via email, the application automatically inserts your custom

header and footer before sending the email to the recipient.

NOTE: The Organization’s Settings tab offers Email - Header & Footer. The Account’s
Settings tab does not offer Email - Header & Footer
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You can add a header, a footer, or both. You can use up to 300 characters in each text box.

Click Save to save changes and activate your custom content.
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Contacts and Groups

At the Organization level, all Contacts and Groups are available in the menu. At the Account
level, only Security is available in the menu under Contacts. See Secure FTP on page 164.

Contact Record Types

NOTE: The Organization’s Settings tab offers Contact Record Types. The Account’s
Settings tab does not offer Contact Record Types.

This is a required feature.

Use the Contact Record Type to assign your contact records to major categories. This will
enable you to manage your contact record separately if the records are sourced from
different systems. For example, you may store your employee and contractor records on
different systems.

NOTE: Since the Record Type field is required in the contact record, ensure you define
the Contact Record Types before you add any Contacts to your system.

The system has one record type configured that cannot be deleted. The default value for this
record type is Employee. If Employee is not a record type that your organization needs, you
can change the name.

Some example record types include:
0 Employee

0 Contractor

o Vendor
0 Visitor
0 Partner

0 Internal Personnel

o Citizen

0 Doctor or Physician
0 Nurse

0 General Staff

0 Faculty

0 Professor or Teacher
0 Student

0 Parent
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Names of the record types you use are custom to your organization. Add names that are
meaningful to your organization and how you want to classify your contacts. The following
are some examples:

0 Government—Employee and Citizen

0 Education—General Staff, Faculty, Student, Parent, Alumni

0 Health Care—General Staff, Physician, Nurse

To add a contact record type, type a name in the text box and click Add.

To edit the name of a record type, click the Pencil icon in its row, edit the name, and click the
Saveicon

Click the Cancel icon to leave the record type unchanged.
To delete a record type, click the Trash Bin in its row, and confirm the deletion.

Once defined in the organization, the record types can be used to:
0 Search and manage contact records based on Record Type
0 Filter the target audience of any notification

0 Filter search results and reporting results based on Record Type
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Additional Information

NOTE: The Organization’s Settings tab offers Additional Information. The Account’s
Settings tab does not offer Additional Information.

You can define custom data fields for filtering contact records for a notification. Examples

could be:

0 The location where an employee works
0 Thetitle or department of an employee
o Aparticular skill or certification

Click the “Add"” button at the top of the page to open the "Add Fields" pane. The bottom
pane shows the existing Additional Information fields for your Organization.
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There are three data types available for Additional Information fields:

0

0

0

Text can hold any text string

Number must contain digits "o" to "g

Date must be in the date format yyyy-mm-dd

Field formats from which to choose:

0

A text box allows any value to be entered. Use this format when the consistency of the
value is not of importance to your users. For example, the field could be "Commute
Method". In one record, a contact can enter "bus", while another contact record can
enter "city bus”.

A single selection drop?down list with a list of allowed values. Use this format when you
want to ensure the value for the contact record is part of your list of allowed values.
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o A multiple selection drop?down list with a list of allowed values. Use this format when
you want to ensure the value for the contact record is part of your list of allowed values.

There are no limits to the number of fields you can define.

NOTE: The Everbridge application does not add an empty field to a contact record if you
do not define a value for the custom field in that contact record. For example, assume you
have a custom field named "Work Location". If you do not populate a value for "Work
Location" for Joe Smith, then the Everbridge application will not add "Work Location" to
Joe Smith's contact record.

To add an Additional Information Field
1 Click the "Add" button at the top of the page.

2 Name—Enter the desired name for the custom field as your users will see it in the
contact record under Contacts or in the Member Portal.

3 Data Type—Select the data type for the custom field.
4 Display Format—Select the display format for the custom field.

5 Optional—If the Display Format is a list, then use the boxes provided to enter all the
allowed values. Use the Up and Down arrows by each value to customize where the
value appears in the list.

To edit a field, click the Pencil icon in its row. Make any changes to the name or values of the
field. Note that you cannot change the Data Type or Display Format. Click Update to save
your changes. Or click Cancel to leave the original values.

To delete an Additional Information field, click the Trash Bin in its row, and confirm the
deletion. If you already have contacts that have been assigned a value for this field, then the
application will remove those values from their contact records.
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Alert Subscriptions

Documentation (Organization Admin) b

A bridge

NOTE: The Organization’s Settings tab offers Subscription Fields. The Account’s
Settings tab does not offer Alert Subscriptions.

You can add types of notifications to which the recipient (contact) can subscribe to receive
notifications. These are available on the Member Portal for a contact to choose. For
example, you could offer to notify contacts about several types of traffic conditions in your
area. On their profiles, the contacts would select the conditions for which they want to
receive notifications. Then, when you send the notification, you choose individuals who have
opted-in to that type of notification. Of course for an emergency notification, you can
disregard all opted-in subscriptions and send to anyone.
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Select the Rules option when adding a Notification and Target Audience. By default, the
values entered for the alert subscription fields are available for use.

To add a new Alert Subscription value

1 Click the Add button at the top of the Alert Subscriptions page.

2 From the Type field, select the type of field to add from the drop-down list:

«  Customized—Can have any values you choose. Type your values, as needed. Select
the link: Add another item to add additional values. Optionally, select the desired

Sort link: A-Z or Z-A.

«  Weather—Offers a list of predefined values for different weather conditions.
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3 Type a name for the Alert Subscription field.
This name is shown on the Member Portal page when the contacts are making their
selections.

4 Enteravalue.

»  Toenter more than one value, click the link: Add another item, and continue to
enter values as needed.

« Tosort your values, click either Sort: Alpha A-Z or Alpha Z-A.
5 Click Save.
To edit afield, click its name in the list. Click in a text box to edit the name or values. Click
Update. Click the Trash Bin next to any value to remove it from the list.

To remove an Alert Subscription, click the Trash Bin from its row in the list.
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Secure FTP

There are various ways to add contacts to Everbridge Suite.
0 Anadministrator can fill in a form for a single contact and save it to the database.

o Anadministrator can use a data file containing a number of contacts and upload it to the
database.

0 You can configure another system to automatically add a file containing a number of
contacts and upload it to the Everbridge database.

Most organizations use bulk upload methods to add and manage many contacts at once.
One way to automate the upload is through the Everbridge interface. You configure your
system to add a contact upload file in the Everbridge format. You then script or schedule
software that supports Secure File Transfer Protocol (FTP) to upload your file to Everbridge.

Using an automated system saves time and helps to prevent errors. Note that you can use
the Secure FTP software to manually upload files. This is a good way to test your connection
to Everbridge and make sure that your system is configured properly. However, if you are
going to upload files manually, there is no advantage to using Secure FTP software instead
of simply uploading through the Everbridge Suite interface.

File Encryption provides a standard encryption method (such as PGP) to generate encryption

keys.
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By configuring your computer system and Secure FTP software to work together, they can
automatically add contact data updates and install them. The computer system needs to
add and place the data file in the location configured in the Secure FTP software. The Secure
FTP software is scripted to perform the transfer.
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FTP instructions are not provided in this document. If you have questions about using FTP,
contact your IT department or your Client Services representative.

To use Secure FTP to upload contact data files

1 From the Organization tab > Organization > Base Information, note your Organization
ID and the your Contact Data Store Location.

2 Fromthe Organization tab > Contacts and Groups < Secure FTP, in the Secure FTP pane,
click the link: Download Access Instructions. Save the file to your desktop.

NOTE: For cross-organizations, perform the Secure FTP procedure from the
Account level (that is, from the Settings tab > Security > Secure FTP) rather than from
the Organization level. Include the column to designate your organization names.

You will need two additional programs to use Secure FTP. Everbridge does not endorse
any third-party software, but has examples using programs that others have found
useful.

3 From the Secure FTP pane, to download the soft key (.key) file for your organization,
click the button: Download. Save it to your desktop.
This soft key needs to be converted into a format that the Secure FTP software can use.

4 Following the Access instructions, use the key generating software to take the soft key
(.key) file you downloaded and export it to a key (.pgb) file for the software.

Configure the encryption software, so you can use it to upload contact data files (.pgb).

6 To connect to the Everbridge server, you need to supply a hostname. Find the hostname
for your Contact Data Source Location in the Access instructions. Your login username is
your Organization ID.

On the server, use the following folders as destinations for your contact data file:

« Update - equivalent of the UPDATE option in the Upload page

« Delete - equivalent of the DELETE option in the Uploads page

« Replace - equivalent of the REPLACE option in the Uploads page
»  Result - the results of any upload request

«  User - Client can load CSV file containing user records to add

«  Gis - Client can load point-address file

7 For more information, see step 5 on page 238 of the procedure To upload a list of
Contacts using the web-based interface.
All Account Administrators and only Organization Administrators for the specified
organization are sent an email when the Secure FTP upload is done.

NOTE: When sending a file using encryption via Secure FTP, the Results file is not
encrypted.
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To use File Encryption for additional security

1 From the Organization tab, select Contacts and Groups > Secure FTP.

2 From the File Encryption pane, select the Encryption Status radio button: On.
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3 Click the link: Download Access Instructions.

4 Save the file to your desktop.

5 Follow the instructions from the downloaded file.
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Groups

Groups is visible only if Sequenced Groups is enabled for your organization. Sequenced
Groups allows contacts to be put in a specific order in designated groups.
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Once you have selected Yes and clicked Save, from Contacts > Groups, you can order the
contacts of a specific group. Later, when creating a notification, you can select this group,
turn on Sequencing in the notification, and enter a wait time between contacts. (Otherwise,
you would leave Sequencing off in order to use it like a standard group.)

NOTE: The Sequenced Groups feature is available only if your organization also has
Incident Management enabled.
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Location Sources

The Location Sources page allows you to configure sources from which dynamic locations
for Contacts will get updated. These location sources can be Physical Access systems,
Network Access systems, or the ContactBridge mobile application, which has the ability to
send location data to the Everbridge platform.

If there is no Expiration Date and Time in the Dynamic Locations Upload, Source Wait
Timespan is used for the Last Known Location records. If there is a value for Expiration Date
and Time in the Dynamic Locations Upload, this value is used to keep the record valid.

If a user edits the source and changes the Valid Timespan from 8 hours to 10 hours, the
records that have come into Everbridge up until that moment will still have a valid timespan
of 8 hours. However, once the Source changes have been saved, the new records coming
next will have a valid timespan of 10 hours.
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To add a new location source, enter the Source name and number of minutes, hours, or days.
Then, select the link: Add.
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Secure Messaging

Secure Messaging is visible only if it is enabled for your organization. It provides compliance
with industry regulations such as HIPAA (Health Insurance Portability and Accountability
Act). This means hospitals and other health care clients can use the Everbridge
ContactBridge application for their Secure Messaging needs, for example.

Settings

The Secure Messaging settings apply only to the messages in the ContactBridge application.
The Message Expiration feature removes (“wipes out”) all messages sent to and from the
ContactBridge application after the message has been stored on all ContactBridge
applications for the specified period of time. (Select the check box and enter a value of 1-180

days.)
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The Remote Wipe and Logout feature wipes out all messages sent to and from the
ContactBridge app for the contacts you select. These contacts will also be logged out of the
ContactBridge app and will need to enter their user names and passwords again in order to
receive new messages.
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Remote Wipe

The Remote Wipe and logout feature removes (“wipes out”) all messages send to and from
the Everbridge ContactBridge app for the individuals you select from Remote Wipe. You
select from individuals that have their credentials logged into at least one instance of the
ContactBridge app. Select your contacts, click OK, confirm that the messages will be wiped
out, and that the contacts will also be logged out of the ContactBridge app.
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The “Successful” column shows the number of messages that were wiped. The “Pending”
column shows the number of messages that are yet to be wiped. That is, the mobile phone
might be off or the Everbridge ConactBridge app might not be launched.

To enable a Secure Messaging user to receive notifications

1 Add the user to the organization as a Contact.
Secure Messaging Users are not Contacts until you add them.

2 Send the contact a Member Portal Registration Invitation.

The contact joins the Member Portal with a unique username and password. Then, the
contact logs in to HipaaBridge or SecureBridge with the Member Portal username and
password.

NOTE: To receive notifications, the users must be logged in with their Member
credentials for the organization. The users may not login using Single Sign-On (SSO)
or theirindependent HipaaBridge or SecureBridge application credentials.
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Peer-to-Peer Messaging

You can manage your secure messaging functions in the Everbridge Suite interface, which
allows you to use only one application for all your Everbridge products.
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These settings apply only to Peer-to-Peer messages in the client application.

0 Organization Directory—Select the check box to allow Secure Messaging users to view
and securely communicate with your (the administrator’s) contact database. When the
organization is enabled, the Directory icon displays in the client application.

0 Passcode—Select the check box to require a passcode each time the application is
launched, and enter the number of minutes required after the application is not used.
Select Save.
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Single Sign-On

At the Account level only, Account Administrators can create Single Sign-On (SSO) settings
using SAML (Security Assertion Markup Language) version 2.0. The SSO applies to the
Manager Portal or the Member Portal in Private mode only.

The Single Sign-On workflow for users and contacts is as follows:
0 Your Everbridge representative enables “Single Sign-On” for your account.

0 The customer Account Administrator configures the settings. (See SAML Single Sign-On
Settings for the Manager Portal, next.)

0  The customer Account Administrator downloads the metadata after the SSO is set and
imports the metadata to the Identity Provider (IDP).

0 The customer Account Administrator uploads or adds users and contacts with SSO User
IDs into Everbridge Suite. To use SSO, only users and contacts with SSO User IDs are
able to log in to Everbridge Suite.

0 Users and contacts access the Welcome page by means of the URL provided on the SSO
setting: Identity Provider Login URL.

0 Users and contacts log in to the IDP service provider and are authenticated.

0 Usersand contacts are redirected and logged in to the appropriate accounts/roles on the
respective Portal after they are authenticated.

From the Account Level, select the Settings tab > Security > Single Sign-On for Manager
Portal or Single Sign-On for Member Portal. The respective SAML Single Sign-On Settings
page is displayed.

SAML Single Sign-On Settings for the Manager Portal

The following example shows the SAML Single Sign-On Settings for the Manager Portal.
Once you have filled in the Identity Provider Metadata and Identity Provider Login URL, click
Save. You can remove the metadata or download an XML file.
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In addition, the Single Sign-On for Mobile Manager pane is displayed. If you select the check
box: Enable Single Sign-On for Mobile Manager, a Key Phrase field appears. The Key Phrase
must be 6-12 characters, and contain at least one letter and one number. Special characters
are permitted, but limited to the following: |@#3$%"&*(). Enter your Key Phrase and click

* Security
Secure FTP

Single Sign-On for Manager
Portal

} Notifications

Single Sign-On for Member
Portal

Password Reset Policy

Save.
ACCOUNT: New US SQA Account (Account Admin) b Welcome Lucy Kajmolo (lucykajimoto) | Heip & Support | Logout
A : o 2 2 a
3 b”dge Notifications Contacts Users Roles Settings
Settings @

SAML Single Sign-On Settings @

* Name CompanyA
* APl Name CompanyA
SAML Version 20

* ldentity Provider Metadata

Security Hash Algorithm SHA-1

* SAML Identity Location Identity is in the Nameldentifier element of the Subject statement
Identity Provider Login URL

Everbridge Login URL hitps /manager-gal.everbridge net/login

Everbridge Service Login URL hitps:/manager-ga1.everbridge net/samiilogin/CompanyA
Service Provider initiated Request Binding HTTP Redirect

Single Logout Redirector Everbridge S50 Landing Page

Single Sign-On for ManageBridge
Enable Single Sign-On for ManageBridge

i

Privacy TermsoflUse © 2016 Everbridge, Inc.

SAML Single Sign-On Settings for the Member Portal

The following example shows the SAML Single Sign-On Settings for the Member Portal.
Once you have filled in the Identity Provider Metadata and Identity Provider Login URL, click
Save.

The Manage Single Sign-On for Organizations (Private Only) fields are displayed at the
bottom of the page. Once you have entered the values in this area, click Save and you will be
able to download the Service Provider Metadata file for your organization. Click Download
to download an XML file of the metadata.

CONFIDENTIAL

EVERBRIDGE SUITE



Z

Single Sign-On 175

ACCOUNT: test38 (A A Admin) b Welcome Lucy Kajimoto (LucyT38) | Help & Supporl | Logout
(i)

w . (3 2L 2 @

& vE brldge Notifications Contacts Users Roles

Settings

k Notifications

SAML Single Sign-On Settings @

~ Security
* Name IDP
seeure FTP * API Name IDP
Single Sign-On for Manager SAML Version 2.0
Portal
* Identity Provider Metadata test3Buser-metadata xml
Single Sign-On for Member N N
Portal Security Hash Algorithm SHA-1
* SAML Identity Location Identity is in the Nameldentifier element of the Subject statement

Password Reset Policy
Identity Provider Login URL

Service Provider initiated Request Binding HTTP Redirect
Single Logout Redirector Everbridge S50 Landing Page
Remove

Manage Single Sign-On for Organizations (Private Only)

Organization Name Member Portal Mobile App Mobile App Key phrase )

filemon org - - 123456784 H
test3budti ’ [ Downioad |

test3Bwdt1 o

6.0 Conference

(—

Privacy Terms of Use @ 2016 Everbridge, Inc.

If you select the Member Portal check box next to the desired Organization Name, members
can use their SSO User IDs to login if they select the Use my network credentials button.

Login to your account
Usernomea

wuidf

Password

Fonag me signed in (Uncheck if on a shared computer)

s my natwork credermas ‘

Optionally, select the ContactBridge check box to make SSO enabled for the ContactBridge
application for that organization. If selected, enter a ContactBridge Key Phrase. The key
phrase must be 6-12 characters and contain at least one letter and one number. Special
characters are permitted, but limited to the following: |@#$%"&*()
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Use the following table to complete the required fields. Required fields are indicated with a

red asterisk (*).

Field Name Description

Name Specify a name for Single Sign On settings.

APl Name The unique name used by the API, we rely on this attribute to
generate "Everbridge Login URL" (below).

SAML Version 2.0

Identity Provider Metadata

Security Hash Algorithm

Browse to the .xml file that uniquely identifies your SAML identity
provider.

The Hash Algorithm.

SAML Identity Location

The location in the assertion where a user should be identified. Select
one of the following radio buttons:

¢ ldentity is in the Nameldentifier element of the Subject statement

0 Identity is in an Attribute element—When you select this radio
button, the required Attribute Name field is displayed.

Identity Provider Login URL

Service Provider initiated
Request Binding

The URL where Everbridge sends a SAML request to start the login
sequence.

From Single Sign-On Settings for the Manager Portal, select the
desired radio button: HTTP Redirect or HTTP Post.

For assistance with SSO, contact your Everbridge Account Manager.
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Password Reset Policy

At the Account level only, Account Administrators can reset the password expiration time if
this feature is enabled.

ACCOUNT. New US SQA Account (Account Admin) b Welcome Lucy Kajimoto (lucykajimoto) | Help & Support | Logout
. Ly 2 1 @ R

r ge Notifications Contacts Users Roles Settings
Settings €

} Notifications N
Password Reset Policy @

UeERs

Secure FTF USERS @ ON OFF

Promptusers to create a new password every:
Single Sign-On for Manager ® 90 Days 180 Days 365 Days
Portal

Single Sign-On for Member
Portal

Password Reset Policy

Privacy TermsofUse @ 2015 Everbridge, Inc.

By default, the Password Reset policy is set to go days. When the Password Reset policy is
enabled, you can select go days, 6 months, or 1 year. Your users will receive an email
reminder to reset their passwords at the end of the selected time frame. If they change their
passwords before the expiration time, the count starts over from that date.
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